Ungopmamis 06 0OCHOBHEIX BHJaX MOIIEHHHYECTBA

B Hacrosmiee Bpems HauGonee pacmpoCTpaHeHHEIM criocoGoM COBEpHIEHHS
IPECTYIUICHHH B JaHHOH cdepe SBISETCH XHUINEHWe ¢ GAHKOBCKMX KapT Ipaxaas,
KOTZia 3MOYMBIIUIEHHHKH [O Tele(OHy INpeACTaBIMIOTCS COTPYAHHKAMH CIIyX6
Ge30macHOCTH pazaHEIX GAHKOB M MOJ PA3TMYHEIMH NpeANoraMy MONYy4alT OT
MOTEPNEBIIHX HOMep GaHKOBCKOH kapTsl, kox CVV (3 madpst Ha o6parHoif cTopone
KapThl), & TakKe NAapOoJid, OPUXOJHUBIIHE IO SMS, HeoGxomumele s NpOBEACHHA
(puHaHCOBEIX Onmepanuii.

3a4acTyio IIOTEepIeBINHE, HAXONACh IIOA BIMAHHEM MOIIEHHHUKOB, CaMH
CHHMAIOT JEeHbIH, B TOM YHMC/IC OpOPMISIOT Ha Ce0s KpeIuTsl, H MEpPeBOIAT HX HA
aBOHeHTCKMe HOMepa WK CYeTa, YKa3aHHBIS 30YMBIILIEHHHKAMI.

Taioke 3n0yMBIIUIEHHHKM MOTYT COOGIMTE NIOTEPIIEBIIAM O HEOOXOAMMOCTH
YCTAHOBJICHUS Ha CMAapT(OH, KOMNBIOTED HIH IUIAHIIET pPAa3IHYHBIX porpaMm
(«Anydesk», «Quick supporty, «Teamviever» u Ip.), BEIIaBas WX, B TOM 9HCIE, 32
AHTHBHPYCHBIE, MO3BOJSIOMMX MOIIEHHHKAM AMCTAaHLMOHHO, T.e. YAaJICHHBIM
AOCTYTIOM, yIpPABIATH CMapT(OHOM, HOYTOYKOM MM IUIAHIIETOM H, KaK CECTBHE,
OCYIIECTBIATS OHIIAHH NEPEBOAEl OT HMEHH MOTEpIIEBIINX yepes HUX JHYHBIA
KabuHer.

B xozme TtemedoHHBIX pasroBopoB MolLIEHHMKM MOryT cooOmHTs Balm
nepcoHanbHble nanubie: ®HO, naty pokieHus, NacriopTHEIE JaHHEIE, a TAKKe JaxKe
NocNeAHUe onepauuu o paumM cderam. Kpome Toro, mpecTynmmmk, HCTIONB3Ys
BO3MOXHOCTH IP-Teneonnn, MOTyT OCYIIECTRIATE 3BOHKH C aG0HEHTCKHX HOMEPOB,
CXONHUX WIH HJICHTHYHBIX OQHUHMAIBHEIM HOMepaM GAaHKOB, yKA3aHHEIM Ha
OGOPOTHOM CTOpOHE KapT, WM MpPAaBOOXPAHHTEIBHEIX OpraHoB, B TOM YHCIe
TIOJIHITMH,

Y1065 He cTaTh KepTBOH MOLOGHEIX NPECTYTUIeHHH He0OX0MMO [IOMHHTE, 9TO
HAacTOAIME COTPYOHWKH OaHKOB HHKOTNa HE 3BOHAT KIMEHTAM M He OpOCAT
COOBLMTE MM KakKylo-Tu60 HH(OpMaIHIO, Kacalomyrocss KaKk HMX NEPCOHAIBHBIX
AAHHBIX, TaK B OaHKOBCKOH kapTsi. Hu NpH KaKux o6CTOATENbCTBAX He pasriamaiite
HUKOMY, BK/IOYas COTPYAHHKOB GaHKOB, IapOH HA NPOBENCHHE onepaunii. ITapomns
A BXoda B cHCTeMy «bank OnHnadiH» 3TO Bama au9Has KOHpUAEHIHANEHAS
uaopmaims. Takke, He B Koem CIy4ae HE CTOHT yCTaHaBIMBaTh 10 Npockbe
HECH3BECTHBIX JIMII KaKHe-TH00 NpHIIoXKeHHs (IIpOorpaMMEI).

Unsie crioco6s1 MomenRRYecTBa, COBEPIICHHBIE NUCTAHITHOHHBIM CITIOCOOOM.

. C ucrnonpsopanneM cetu Unreprer:

1. TTyrem HOMy4eHHs NPENOILIATH B pasmepe a0 100% 3a TOBAp HIIH YCIYTY ¢
TIOMOIIBIO CO3NAHUA «OJHONHEBHBIX» HHTEPHET-MAra3uHoOB H CalTOB-/IBOWHHKOB; C
WCHIONB30BaHHeM MHTepHET-IOmAanoK mo NpoJaxe TOBapoB M ycnmyr (calTsl
«ABHTOY, «FONa» ¥ Jp.); B CONMATEHEIX ceTsx «B KOHTaKTe», «OXHOKIACCHHKHY H
T.nI.

Ilpexpe uwem 3akasaTe TOBap ‘B Wnreprere mouwraliTe OT3RIBEI Ha pa3sHBIX
caliTaXx O JAaHHOM WHTEpHET-MaraséHe HJIH BHUPTYaIbHOM npojasne, B Clydae
HallAus Bl Cpasy OOHAPYKHTE OTpULATENbHEIE OT3HIBEL OTCYTCTBHE OT3LIBOB O
BbIODAaHHOM BAMH WHTEpHET-MarasuHe FOBODHT O KOPOTKOM II€pHOJE ero
CYIIEeCTBOBAHMS.

BuriMaTenbHO unTaliTe Ha3BaHMS WHTepHeT-Mara3uHa WM OpraHu3ai|y e BEl



IIaHEpYeTe IPUOOPECTH Kakue-TU60 TOBApPHI, B TOM YHCIE MOKYNKa GHIETOB Ha Bce
BHZIBI TPAHCIIOPTA, OIUIaTa YCHYyT W KpeauToB. Tem cambiM Brl m3bexure calitos-
knoHoB. Crapalitecs m3berats moKynku ToBapa 1o npegomnare. Ecimy LlEHa TOBapa
ropasfio HUXe IEeHbl B OOBYHBIX PO3HHYHEIX MarasuHax, TaK 4 B JAPYTUX HHTEpHEeT-
MarasuHax, TH0O Ha phIHKE B LEJOM (HampHMep, mpu NpoAaXe aBTOMAIUHMHE! IO
32HIDKEHHOH CTOMMOCTH), 3TO II0BOA HACTOPOXHATHCA.

2. llytem momydenus wH(pOpMamuM oT nmua, pa3MecTHBIIEro O0BABICHUE O
OpOAAXKe KaKoro-mubo TOBapa, O MOMHBIX PEKBH3MUTAX €ro GAHKOBCKOM KapThl
(HOMep, CpPOK NeHCTRHS, NaHHBIE Aepxarens, CVC-kox), ko0, ¢ HENBIO BHECEHHS
TIPENOIUIATE, C MOC/HEAYIOUIMM XHIIEHHEM C Hee JEHEXKHBIX CPEICTB, MCTIONB3ys
MOTy9eHHBIe JaHHbIE.

He coofmaiite HemsBecTHOMY KaKyio-mu6o HHOOPMaIIHIO, KacaloLIyIoCs
GaHKOBCKO# KapTH - /I OCYIIECTBICHUS nepesosia TpedyeTcs TONBKO HOMEp KapThl,
16O MPUBSA3aHHEIA K Hel aGoHeHTCKHMI Homep. Hu npn kakux obcrosrenscrax He
cooliakiTe NapoiM Ha MPOBENEHNE OIepaLHii. IMapons nns Bxona B cucreMy «Bank
Omnnaiin» 370 Bamia TMYHAS KOHDHACHIMATHHAS UHpOpMaIHA.

3. C Hcnons30BaHHEM CCHUIOK B CETH «MHTepHeTY, MepeHanpaRIsiOUX Ha
«bnmuHrOBEIe»  (NOAJENLHBIE)  CaifT NPENOCTaBICHHBIX  MOIIEHHHKAMM
TIOTEPIEBIHM IIpH OIJIaTe TOBAapa, PasMEMeHHOro Ha caifrax «AButo», «IOmay u
APYTHX, a TaloKe MPH NOKYIIKe X/ ¥ aBuabuneros, 6uieTos B KAHOTEATPHI.

He nepexonure 1o npHcIaHHEIM He3HAKOMEIMH JUIIAMH CCEUIKAM H He BBOJIATE
A@HHBI® CBOMX GaHKOBCKUX KapT.

4. BanoMm crpamui; mnomb3oBaTenelf B COIMAIBHEIX CeTAX, B OCHOBHOM
«BxonTakTe» M «ORHOKIACHHKH», U pacCeuTka COOGmMEeHHi «Ipy3bsIM» OT UMEHH
AAHHOro MOJb30BaTeIA ¢ NPOCEO0H OZODKUTE JIeHer, KOTOPBIC HYXXKHO IIEPEBECTH HA
yKa3aHHbIe abOHeHTCKHe HOMEpa HiTH GaHKOBCKHE KapThlL.

Ilpexne 9eM oCyImecTBHTH MepeBOX MO3BOHHTE CBOEMY Ipyry, OT KOTOpOro
NPHIILIO COOBINEeHNe, H YTOYHUTE HH(OpMaIHIO.

J. Ilyrem mnonyuenms nemexmbx CPEACTE OT MOTEPHEBIUMX IpH, AKOOBI,
BHECEHMM CTaBOK Ha (OHIOBBIX M HHEIX GHpxKax.

IIpexxpie 4eM BHOCHTB NEeHBIM MOYWTANTE OTIEIBEL Ha Pa3lIMYHBIX CaWTax B
HUnreprere, y3Haiite x IOPUCIMKIMA KaKOH CTpaHBI OTHOCHTCS JIESTEBHOCTS TaHHOM
OpraHu3alyH, & TAKKe 03HAKOMBTECh C IIPABHIIAMHE H YCIOBHAMH €€ JeATeTbHOCTH.

C HCITOJIb30BAHHEM CPEJICTB COTOBOM CBS3H oyTeM coo0menus rpaxjaaHam
3aBEJIOMO JIOXKHOH HHOOpMAIIMH:

1. O  mHapymenmwu wx 6mH3KEME PONCTBEHHHKAMH  NEeHCTBYIOMIEro
3aKOHOAATeNnbCTBa (coBepmenune  JITII, [IPHIMHEHUE TEeJIECHBIX IOBPEXICHHIA,
XPaHCHHE HApKOTHKOB H T.L), C HENBIO Iepeaun DOTEPNEBINAMH IEHEMKHBIX
CPEACTB 4epe3 MOCPEeIHMKOB, JUOO MEPeBON WX 4Yepe3 TepMHHANBI OIUIATHI IS
paspellleHus CIIOXKHBIIEHCS CHTYAIHH. Ilpn 3TOM MOIIeHRUKH cTaparoTcs ZepxaTb
(OKEPTBY» BCErZia Ha CBA3M, C LENbI0O HCKIIOYEHHS KaKux-mubo nefcTBuili ¢ ee
CTOPOHEI N0 MPOBEPKe HHYOPMAIIHH,

Heo6xomumo 1mepe3BoHATE Ha H3BeCTHBIC AG0HERTCKHE HOMepa NHIY, KOTOPEIM
TIPEACTARIACTCS 3IOYMBINUICHHUK, NTHOO POACTBEHHHKAM, C LENbIO BhIICHEHHS
NeHCTBATENEHOCTH POM3OIMENUMX COBEITHIA. ITonpocuTh 3BOHAmIero Ha3BaTh




KaxKue-Tnbo JaHHBIe WA, KOTOPEIM OH mpencrasisercs (®.M.0., mata pOXACHUS,
MECTO XKHTE/IbCTBa, JaHHEIC POACTBEHHHKOB, KaKue-TH00 QakThl U3 KHU3HH U T.1.).

2. O BO3MOXHOCTH MOJy4EeHHS KOMIEHCAIMM 3a paHee npHoGpeTeHHbIe
HEKa4YEeCTBCHHBIC TOBaphl W/IHM OKa3aHHBIE YCHOYTH, I8 4Yero Heobxomumo
TNEPEYHCIUTh ONpEAENeHHBIN IPOLEHT OT MoJaralomencs CyMMEL.

Cnengyer 3Hath, 9TO pasnnuHble KOMITEHCALMHM BHILIAYHBAIOTCA TPAXAaHAM
TONBKO P HX JIAYHOM [IHCHMEHHOM OOpAIleHHH B COOTBETCTBYIONIHE OPraHN3aALMH.
Hukakue IpoeHTS! 3a BHIILIATY KOMIIEHCALMH HE YILIA9HBAIOTCS.

3. Sx00El, H3 NONUKIAHUKE WIH OOJBHMIEL, O TOM, YTO y Bac wim y Bammux
POACTBCHHHKOB OOHAapY:XW/IM CTpallHbIH IWArHo3, H 9TOOH BBUICYHTE GOJE3Hb
He00X0IMMO NIEPEBECTH JeHbIH 3a JIEKApCTBa.

Heobxonwmo moMHuTS, 9TO HACTOSINWI Bpay HHKOrJa He GyJeT 3BOHMTH BaM
1o TenedoHy ¥ coobWaTh O KCTPAIHOM AMArHO3€» WM IPOCHTH ITEPEBECTH AEHBIH
3a JIeKapCTBa.

4. C npocs6oli KynmuTh MPOAYKTHI, CIMPTHOE, IBETH H T.IL, AOCTABATE HX IIO
YKa3aHHOMY aJipecy, a NOMYTHO MEepevuCIIHTE AeHEeXHBIe CPeJCTBa Ha TenedoH, ¢
3aBEPEHHEM, 9TO JCHBI'H BEPHYT MO NPHOBITHIO HA aipec 3aKa3dnKa.

Ecnu Bel wmenomasere kakoe-1u60 IOpydeHHe TO Tele(OHy, AOCTABIAETE
3aKassl, TO HE CleNyeT IepeBOAUTH [IEHLI'M HAa He3HAKOMble Tele(OHH], CHauama
AOCTaBBTE TOBAP [10 HA3HAYEHMIO H HA MECTE ONPENEIUTECH C 3aKa39MKOM.

KpoMe nuCTaHUMOHHEIX MOIICHHHYECTB IPaXKJaHE CTAHOBATCH XKEepTBaMH H
KOHTAKTHBIX MOIICHHHYECTB, COBEPIICHHBIX MOJ BHAOM COLMATHHEIX PabOTHHKOB,
COTPYAHHKOB PasNHIHBIX OpraHu3auui (ropras, ropcer, [leHCHOHHBIA (oHy,
MeIMUHHCKHe paboTHHKY U T.1.). IIpennoramu MOryT GBITh: CPO9HEIH 06MeH sieHer,
HaN6aBKH K EHCHH, POBEPKa ra30BOr0 MM BOIASHOIO obopynoBanmus, nepepacyer
KBapTILIATEl, NIPEMUA BeTepaHaM, mpojaxa BAJIoB, MeIUIMHCKHX NpHGOPOB HIIH
APYIrHX Ppasli4HbIX TOBapOB IO JBIOTHEIM LeHaM H T.0. OCHOBHas Iienb
S/IOYMBINUTICHHNKOB ~ y3HAaTh, [/Ie XPAHATCH JEHEXHbIC CPEICTBA (OKEPTBBDY, MOCIE
Uero OTBIEYb €¢ BHUMaHUe M COBEPIIMTh MX XumeHue. Takke MpemioroM Moxer
ObITH Tananue, CHATHE AKOOBI HAJIOKEHHOM IOp4YH, UcHeleHne oT 3aboaeBanuii.

Kak nonars o6man:

- 06 o6MeHe NeHeNKHBIX CPECTB WIH TIPOBE/IEHHH KaKHX-THO0 pedopm 3aparee
byner coobmartses B pasmuunbix CMU (TeneBupenne, pagyo, eYaTHsIe U3/IaHus), B
OTHENeHUAX GAHKOB, YIPEKIEHUAX COLMANBLHON MOMUTHKH, TIEHCHOHHOTO oA H
T

. = Y3HaTh, 9TO 32 OpPraHH3alHiO IPEACTaB/IAIOT NPHUINEUINE U, II03BOHHB TY/Ia,
y3HaTh, €CThb JIM TaM TakuWe COTPYAHHAKA H TIPOBOAMTCH JM 00XOX HOMOB ITO
0603HaYE€HHOMY BOIIPOCY; IIONPOCHTE NPETbABHTE YAOCTOBEPEHHE;

- YBEIOMHTE POJCTBEHHUKOB (JKENaTeITbHO MOIPOCHTH NOXBEXATh);

- TI03BAaTh Cocenel;

- [IO3BOHHMTE 32KPEIUICHHOMY COLHATBHOMY PaGOTHHKY;

- HE CTOHT NOKYNaTh Y HEH3BECTHBIX HHMKAKHX JEKapCTBEHHBIX PEMaparTos,
ra30aHaNu3aToOpOB, CYETIHKOB, (UIBTPOB [UIA BOMBI, XO3AMCTBEHHBIX TOBAapOB,
MEIUITMHCKIX NPpAOOPOB H T.1I.



