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Onpenenenus
B HacrosieM J0KyMEHTE UCIIOJIb3YIOTCA CICIYIOUIME TEPMUHBL U UX ONIPEHCICHUS.

ABTOMATHU3UPOBAHHASA CHCTEMA — CHCTEMa, COCTOAIAs M3 IEepCOHAJa M KOMILIEKCA
CPEACTB aBTOMATHU3ALMHM €r0 JEATEIBHOCTH, pealu3ylolias WH(POPMALUOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAHOBIICHHBIX ()YHKITHH.

AYTeHTI/I(l)I/IRaIII/IH OTHpaBUTEJIA MNAHHBIX — IMOATBCPXKIACHUC TOIO, 4YTO OTIIPABUTCIIb
MOJYYCHHBIX JaHHBIX COOTBCTCTBYCT 3as4BJICHHOMY.

be3onmacHOCTh NEPCOHAJIBHBIX [JAHHBIX — COCTOSHUE 3allMINEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTEpU3yeMOE€ CIOCOOHOCTBIO  IOJb30BATENEH, TEXHUYECKUX CPEACTB MU
MH(POPMALMOHHBIX TEXHOJIOTHH 00ecreunTh KOH(PUACHIIMATBHOCTD, IEJIOCTHOCTh U JIOCTYITHOCTb
MEPCOHAIBHBIX JaHHBIX MpHU UX 00paboTKe B WMH(MOPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JTAaHHBIX.

Buomerpnueckne mnepcoHalbHbIe JaHHbIE — CBEICHHUS, KOTOPbIE XapaKTEpU3YIOT
(¢u3noIOrNueckue OCOOCHHOCTH YE€JIOBEKa M Ha OCHOBE KOTOPBIX MOKHO YCTAHOBUTBH €ro
JUYHOCTh M KOTOPBIE UCIOJIb3YIOTCS AJAMUHHUCTpALMEeN JUIsl YCTaHOBJIEHUS JIMYHOCTH CyOBeKTa
MEPCOHAIBHBIX JAHHBIX, MOTYT 00padaThIBaThCs TOJIBKO IMPU HAJIWYUH COTJIacHsi B MTUChbMEHHOMN
¢dbopmMe cyObeKTa MEPCOHANBHBIX JAHHBIX (BKIOYas ¢otorpaduu, OoTIeYaTky MajbleB, oOpa3
CeTYaTKH Ti1a3a, 0COOCHHOCTH CTPOCHHS TEJIa M IPYT'YIO IOI00HYI0 HH(POPMAIIHIO).

BiokupoBaHne mepCOHANBHBIX [aHHBIX — BpPEMEHHOE MpEKpamieHne o0pabdoTKU
MEepPCOHAIBHBIX JaHHBIX (32 MCKIIOYEHUEM CllyyaeB, eciu o00paboTka HeoOxoauma s
YTOYHEHUS IEPCOHANIBHBIX TaHHBIX).

Bupyc (KOMNBbIOTEPHBbIH, NPOrPaAaMMHBII) — HCIOJHIEMbIA MPOrpaMMHBIA KOJ WX
WHTEPIPETUPYEMBbI HAO0Op HMHCTPYKIMH, O0O0Nafalomuidl CBOMCTBaMU HECAHKIIMOHUPOBAHHOTO
pacrnpocTpaHeHus U camoBoctiponsBeieHus. Co3aanHble AyOIMKaThl KOMIBIOTEPHOTO BUpYCa HE
BCErJa COBMAJAIOT C OpPUTMHAJIOM, HO COXPAHSIOT CIOCOOHOCTh K JajbHeHemy
pacnpoCTpaHEHUIO U CAMOBOCITPOU3BEICHUIO.

BpenonocHas mporpamMma — porpaMma, IpelHa3HayeHHas JJIi  OCYLIECTBJICHHS
HECaHKIIMOHUPOBAHHOTO JIOCTYyNA U (UJM) BO3JCHUCTBUS HAa TIEPCOHATILHBIC JJAHHBIE WJIN PECYPCHI
MH(OPMAIIMOHHOM CUCTEMBI IEPCOHATIBHBIX TAHHBIX.

BcnomorareabHble TeXHHYECKHE cpeacrsa M CHCTEMbI — TEXHHUYCCKHUE CpPCACTBA U
CHUCTCMbI, HC IIPCAHA3HAYCHHLIC MJIA IICPCaadn, O6pa6OTKI/I N XpaHCHHUA ICPCOHAIIBHBIX TaHHBIX,
YCTaHaBJIMBACMbIC COBMECTHO C TCXHHYCCKMMU CPEACTBAMH U CUCTEMaMHU, IMPEAHA3HAYCHHBIMU
JJIA O6pa6OTKI/I MNEpCOHAIBHBIX JAaHHBIX WX B TIOMCHICHUAX, B KOTOPLIX YCTAHOBJICHBI
I/II-I(bOpMaI_[I/IOI-II-ILIe CUCTCMBI IICPCOHAJIbHBIX JTaHHbIX.

JlocTyn B OnepanyoHHyI0 cpeay KoMIbIoTepa (MH(OPMAIIMOHHON CHCTEMbI NMEPCOHAIBHBIX
JAAHHBIX) — TIOTy4EHUE BOSMOXKHOCTH 3aITyCKa Ha BBIMOJIHEHNE IITATHBIX KOMaH, (DYHKIIMIA, poLeyp
OTEPAIIMOHHON CUCTEMBI (YHHUYTOXKEHHSI, KOIMPOBAHUS, TIEpEMEIIECHUs U T.I1.), UCTIONHAEMBIX (ailioB
MIPUKIIQTHBIX TPOTPAMM.

I[OCTyl'l K I/IH(l)OpMaIII/II/I — BO3MO’KHOCTbD ITOJTY4CHUA I/IH(1)OpMaI_II/II/I 1 €€ UCIIO0JIb30BaHUA.

3aky1aj0uHOe YCTPOMCTBO — SJIEMEHT CPEACTBA CheMa HH(OPMAIMH, CKPBITHO BHEIPSEMBIil
(3aKyabIBaeMblii WM BHOCHMBINA) B MecTa BO3MOXKHOIO cheMa MH(opMalu (B TOM 4YHCIE B
OTrpaK/IeHHE, KOHCTPYKLIMIO, 000pYy0BaHuUE, IIPeIMEThl HHTEphepa, TPAHCTIOPTHBIE CPENICTBA, a TAKKE B
TEXHUUYECKUE CPEJICTBA U CHCTEMbI 00pabOTKH MH(POPMALIUH).

Janmmiaemass uHpopMaimsi — UHPOpPMAIMs, SIBISIOMIASCS MNPEIMETOM COOCTBEHHOCTH U
MO/VIeXKAINast 3allliTe B COOTBETCTBUM C TPEOOBAaHMSMH IPABOBBIX JIOKYMEHTOB MM TPEOOBAHMSAMH,
YCTaHABIIMBAaEMbIMH COOCTBEHHMKOM MH(pOpPMALIUH.
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Nnentudukanmss — TnprCBOCHUE CYOBEKTaM M OOBEKTaM JOCTyNa HIAeHTH(HKaTtopa u (In)
CpaBHEHHE NPETBSBIIEMOT0 HICHTH(HKATOpA C IEPEUHEM TPHUCBOCHHBIX UACHTH(PHKATOPOB.

HNudopMaTUBHBIA CHTHAJM — 3JICKTPHYECKHE CHTHAJIBI, AKyCTHYECKUE, OSJICKTPOMATHUTHBIC U
npyrue  (Dr3HYecKue Tois, TO TMapamerpaM KOTOPBIX MOXKET ObITh PacKpbhITa KOH(HICHIHATHHAS
uHbopMarms (TIepCoOHATBHBIC JTaHHBIC) 0OpadaThiBacMasi B MH(POPMAIMOHHOM CHCTEME TePCOHATBHBIX
JIaHHBIX.

Nudopmaunonnass cucrema mnepcoHadbHbIX AaHHbIX (MCII/[H) —coBOKynHOCTD
cozepKamuxcsi B 0a3zax JaHHBIX MEPCOHAIBHBIX JTAHHBIX W 00ECTIEYMBAIOMINUX HX 00pabOTKY
MH(GOPMAIIMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPEJICTB.

HNudopmanmonnble TEXHOJIOTMHM — TIPOLIECCHI, METOBI TMOWCKA, cOOpa, XpaHeHus, OOpabOTKH,
TMPEIOCTABIICHUSI, PACIIPOCTPAHEHNST MH(MOPMAIUA W CIIOCOOBI OCYIIIECTBIICHUSI TaKUX TPOIECCOB U
METOJIOB.

Hcnonb3oBaHue mnepcoHAIbHBIX AAaHHBIX — JeWCTBUA (Omepalyuu) ¢ MEepCOHATbHBIMU
JAHHBIMHU, COBEpILAEMbI€ ONEPATOPOM B IIENISIX NMPUHATUS PELICHUH WIM COBEPIICHMS] MHBIX
JNEUCTBUM, MOPOXKAAIOLUINX IOPUIUUECKHUE TTOCIEICTBUS B OTHOLIEHNH CYOBEKTa MEPCOHATbHBIX
JAHHBIX WM JAPYrUX JHI] OO MHBIM 00pa3oM 3aTparvBaroIlUX MpaBa U CBOOOMABI CyObeKTa
MEPCOHAIBHBIX JAaHHBIX WU APYTUX JIMII.

Hcrounuk yrposbl 6e30nacHOCTH MHGOPMALMU — CYOBEKT JOCTYNA, MaTepUaATbHBIA OOBEKT WIH
(u3IIecKoe SBIIEHHE, SBJIIOLINECS TPUUMHON BO3HUKHOBEHUS YTPO3bl 0€30MaCHOCTH MH(OpMAIUH.

KonTtposmpyemasi 30Ha — TIPOCTPAaHCTBO (TEPPHTOPHS, 3/aHWE, YacTh 3[aHUS, TIOMEINCHHE), B
KOTOPOM HCKJTIOUEHO HEKOHTPONIMpyeMoe TpeObIBaHe TMOCTOPOHHMX JIWIL, a TAKKEe TPAHCIIOPTHBIX,
TEXHIMYECKUX M HHBIX MaTePUATTBHBIX CPEJICTB.

KonpuneHumanbHOCTh MePCOHATIBHBIX JAHHBIX — 00s3aTeNbHOE Il COOMIOACHHUS OIepaTopoM
WIM UHBIM TOJIyYMBIIMM JOCTYIl K THEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHME HE JOIYCKaTh WX
pacripocTpaHeHue Oe3 cornacusi CyObeKTa MEpCOHATBHBIX JAHHBIX WM HAIWYMsS HHOTO 3aKOHHOTO
OCHOBaHWUI.

MexceTeBoil IKpaH — JIOKATbHOE (OTHOKOMIIOHEHTHOE) WM (hYHKIIMOHATIBHO-PACTIPEICTICHHOS
nporpaMMHOe  (IIpOrpaMMHO-aNIapaTHOe) CPEeICTBO  (KOMIUICKC), peai3yrollee KOHTPOJIb 32
nH(pOpMaIHEH, TOCTyrNaromel B WH(POPMAIMOHHYIO CHUCTEMY TIEPCOHAIBHBIX JAHHBIX M (WJIN)
BBIXOJIAIIEH U3 MH(POPMAIIMOHHOM CUCTEMBI.

Hapyumrens 0€30laCHOCTH TEPCOHAIBHBIX JIAHHBIX — (H3UYECKOE JIMIO, CIyY9aiHO WIIH
MpeTHAMEPEHHO COBEPILAIOIIEe JCHCTBUSA, CIIEICTBUEM KOTOPBIX SBIISIETCS HApyLIEHHE OE30MacCHOCTH
TIEPCOHANBHBIX JITAHHBIX MPU UX 00paboTKe TEXHUYECKUMHU CPEICTBAMH B MH(OPMALMOHHBIX CUCTEMAX
MePCOHATBHBIX JAHHBIX.

HeaBTomaTusupoBaHHast 00padoTka  MEpPCOHAJBbHBLIX  JaHHBIX —  00paboTka
MEPCOHATBHBIX JAHHBIX, COJEPKALUXCA B MH(MOPMAIMOHHON CUCTEME MEePCOHAIBHBIX JaHHBIX
nu00 W3BICYCHHBIX M3 TAaKOW CHUCTEMBI, CUMTAECTCA OCYILECTBICHHOW ©0€3 HCHOJb30BaHUs
CpEICTB aBTOMAaTH3aluu (HEaBTOMATU3MPOBAHHON), €CIIM TaKhe JACUCTBUSA C NEPCOHAIBHBIMU
JAHHBIMU, KaK HCIOJIb30BaHHUE, YTOYHEHHUE, PAaCHPOCTPAHEHUE, YHUUYTOKEHHE IMEePCOHAIbHBIX
JAHHBIX B OTHOIIECHUHU KaXKJIOTO U3 CYOBEKTOB MEPCOHANBHBIX JAHHBIX, OCYIIECTBISIFOTCS MPHU
HEMOCPEACTBEHHOM YYaCTHH YeJIOBEKa.

HenexknapupoBaHHble  BO3MOMKHOCTH —  (YHKUMOHAQJIbHBIE  BO3MOXKHOCTH  CPEJICTB
BBIUHCIIATEILHON TEXHUKH, HE OTUCAHHBIE WM HE COOTBETCTBYIOILHE OIMCAHHBIM B JJOKYMEHTALIUHU, IPH
UCTIOJIb30BaHUM ~ KOTOPBIX BO3MOXKHO — HApyIIeHWEe KOH(UACHIMAIBHOCTH, JIOCTYITHOCTH I
LIENIOCTHOCTH 00pabaTeiBaeMoii HH(pOpMaLIUK.
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HecaHKIMOHMPOBAHHBII A0CTYN (HECAHKIMOHMPOBAHHbIE /ICHCTBUSA) — OCTYI K MH(POpMALIIN
WIN JeWCTBUS ¢ MH(OpMAIUEl, HapyIIaoIye IpaBuiia pasrpaHUUEHUs] IOCTYA C UCIOJB30BAHUEM
IOTATHBIX CPCACTB, MMPEAOCTABIIACMBIX I/IH(i)OpMaL[I/IOHHBIMI/I CUCTCMaMU IICPCOHAJIBHBIX TaHHBIX.

Hocutens uHpopManuu — (HU3MUECKOE JMIO WIM MaTepUATbHBIA OOBEKT, B TOM YHCIE
¢usndeckoe mone, B KOTOpOM HMH(GOPMALUS HAXOIUT CBOE OTPLKCHHUE B BHUJIE CHUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX PEIICHMH U TIPOLIECCOB, KOJIMYECTBEHHBIX XaPAKTEPUCTHK (DU3HUYECKHUX
BEJINYUH.

O0e3IMunBaHue MEPCOHATBbHBIX JAHHBIX — JICHCTBUSI, B PE3Y/IbTATE KOTOPHIX CTAHOBUTCS
HEBO3MOXXHO 0€3 MCIOJIB30BAHUS JOMOJHUTEIBHON HHPOPMAIIUK OTIPEICIUTh MPUHAIIEKHOCTD
MIEPCOHAIBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY IEPCOHAIbHBIX JaHHBIX.

O0paboTka mNepcOHAIBLHBIX [JaHHBIX — J1000€ JelcTBHE (omepauusi) WIM COBOKYIHOCTb
NeicTBUi  (omepalii), COBEpIIAEMBbIX C HCIOJIb30BAHMEM CPEICTB AaBTOMATH3AalMU WM  0e3
WCTIOJTE30BAHMS TAKKX CPEJICTB C TIEPCOHAIBHBIMU JIAHHBIMH, BKITFOYast COOp, 3aITiCh, CUCTEMATH3AIIHIO,
HaKOIUICHUE, XpaHeHHe, YToOuHeHne (0OHOBJIEHHE, I3MEHEHHE), W3BJICUECHHE, UCTIOIb30BaHIE, TIEpeIaqy
(pacipocTpaHeHne, —TpPENOCTaBICHHE, JOCTYI), OOE3IMYMBaHKME, OJOKHMPOBAHHE,  y/AICHHE,
YHHUYTOKCHUE IICPCOHAIIBHBIX JTAHHBIX.

OO0mmen0CTyNHbIe  MEPCOHAJIbHBIE  JaHHbIE —  TCPCOHANBHBIC  JAHHBIC,  JOCTYII
HGOFpaHH‘—IeHHOFO prra JIMIT K KOTOpBIM Hpe)IOCTaBJ'IeH C corjacuia CY6T)GKTa HepCOHaJ'IBHBIX
JAaHHBIX WJIN HaA KOTOpI)Ie B COOTBCTCTBHUH C CbellepaJ'IBHI)IMI/I 3aKOHAaMH HE paCHpOCTpaHfleTCﬂ
TpeboBaHUE COOIOIEHNS KOHPUACHITNATHHOCTH.

Omneparop (mepCOHANBHBIX AAHHBIX) — TOCYJAPCTBEHHBIM OpraH, MYHULMITAIBHBIA Opra,
IOpUIMYECKOe WM (PU3MYECKOe JIUIIO0, CAMOCTOSTENBHO WM COBMECTHO C JIPYTMMM OpraHu3yrollee U
(vn) ocyIecTBIIsTIONIEe 00PaOdOTKY MEPCOHATBHBIX TAHHBIX, a TAKKE ONPEIEIISFONTIE TIETTH 00padOTKH
MEPCOHAJIbHBIX JAHHBIX, COCTaB IEPCOHANBHBIX JIAHHBIX, MOJIeKAIMX 00paboTKe, JeHCTBUA
(omeparmm), coBepIIIaeMble C IEPCOHATLHBIME JIAHHBIMU.

TexHuyeckue cpeacTBa HH(POPMAUMOHHON CHCTEMbI NEPCOHAIBHBIX JAHHBIX — CPEICTBA
BBIYHCIIUTELHOM TEXHUKU, MHOPMAIIOHHO-BBIYMCIUTENbHBIE KOMITIEKCHI U CETH, CPEACTBA U CUCTEMBI
nepemaun, mpuema u obpabotkm II/[H (cpemctBa W CHCTEMBbI 3BYKO3AIWCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOU3BE/ICHUSI, TIEPETOBOPHBIE U TEJEBH3UOHHBIC YCTPOMCTBA, CpPENCTBA H3IOTOBIICHMUS,
TUPOKUPOBAHUSI JIOKYMEHTOB U Jpyrue TEXHHYECKUE CpelicTBa OOpabOTKM peyeBOH, TpaduyecKoil,
BU/ICO- U OyKBEHHO-IIM(POBOM HMH(OpPMAIH), MPOrpaMMHBIE CpPEICTBA (OMEpAIMOHHBIE CHUCTEMBI,
CHUCTEMBI YIIpaBJieHHsi 0azaMHU JaHHBIX W T.I.), CPEACTBA 3alIUTHl MH(OPMALMM, MPUMEHSEMbIC B
MH()OPMALMOHHBIX CUCTEMAX.

IlepexBar (MHopManuN) — HEIPAaBOMEPHOE MOJTyYeHHE MH(POPMALUU C UCIIOJIb30BAHUEM
TEXHMYECKOTO  CPEJICTBA, OCYIIECTBIAIOIIETO OOHAapyXeHHe, TMpueM U  00paboTKy
MH(OPMATUBHBIX CUTHAJIOB.

HepCOHaJIbeIe JAaHHBbIE — Iro0as I/IH(I)OpMaLII/ISI, OTHOCAIIAsACA K IIPpAMO HJIKM KOCBCHHO
OIIPECACIICHHOMY WJIHN OIIPCACIEICMOMY (1)I/I3I/I‘IGCKOMy Jny (Cy@b@KTy IICPCOHAJIBHBIX ,Z[aHHHX).

ITob6ouHbIE IJTEKTPOMATHUTHDLIC U3JIYYCHUSA U HABOJAKH — DJICKTPOMAIrHUTHBLIC U3TTYYCHUA
TCXHUYCCKUX CpPCIACTB 06pa60TKI/I 3alUIIaeMon I/IH(I)OpMaLII/II/I, BO3HHUKAKOIIHUE KakK MOOOYHOE
SIBJICHUC W BBI3BAHHBIC JJICKTPUUYCCKUMU CHUT'HAJIAMU, HeﬁCTBYIOHlHMH B HX JJICKTPUYUCCKHUX H
MAarovTHBIX LCIIAX, a TAKXKEC JJICKTPOMAIHUTHBIC HABOJKU 3TUX CHI'HAJIOB Ha TOKOIIPOBOJAIINEC
JIMHUH, KOHCTPYKIHUU U LECTIU ITUTAHUSL.

[MonmuTka  «YUCTOTO  CTOJA» —  KOMIUIEKC  OpPraHU3allMOHHBIX  MEPOINPHUATHH,
KOHTPOJMPYIOIUX OTCYTCTBUE 3alMChIBaHWS HA OyMa)KHbIE HOCHTENH KIIOuell W aTpuOyTOB
noctymna (maposeif) u XxpaHeHus uX BOIM3U 00BEKTOB JTOCTYIIA.

Monntuka nHbopmaumoHHon b6esonacHocTu. CTpaHnua 5 13 33



Ilonb3oBaTenb HMHGPOPMANMOHHOM  CHCTEMBI IEPCOHANBHBIX JAHHBIX —  JIMLO,
ydacTBymoIIee B (DYHKIIMOHUPOBAHUU WH(DOPMAITMOHHOW CHUCTEMBI MEPCOHAIBHBIX IAHHBIX WA
UCTOJIB3YIOLIee PE3yIbTaThl €€ (PYHKIIMOHUPOBAHHUS.

IIpaBuia pa3rpaHu4YeHusi AOCTYNAa — COBOKYIHOCTh IPaBUJI, pErjJaMEHTUPYIOIIUX IpaBa
J0CcTyna cyOBbeKTOB JIOCTyIa K 00bEKTaM J0CTYIIA.

IIporpammuas 3akJjafKa — KOJ IIpOrpaMMbl, IIPEIHAMEPEHHO BHECEHHBIH B IIPOrpaMMy ¢
LENbI0 OCYIIECTBUTh YTEUKY, HM3MEHHUTb, OJOKHPOBAaTh, YHUUYTOXUTh HH(POpPMALMIO WIH
YHUYTOXHUTh M MOJU(PHUIHMPOBATH NPOTpaMMHOE oOecrieueHne WHQPOPMALUOHHON CHUCTEMBI
MIEPCOHAIBbHBIX JaHHBIX U (WJIM) OJIOKMPOBATh anlapaTHbIE CPEICTBA.

IIporpamMHoe (mporpaMMHO-MaTeMaTH4YecKoe) BO3/leiicTBMe — HECAaHKIIMOHUPOBAHHOE
BO3/ICHICTBUE HA PECYPCHl aBTOMATH3MPOBAHHOW HH(GOPMAIIMOHHON CHCTEMBI, OCYILIECTBIIIEMOE C
MCIOJIb30BAaHUEM BPEIOHOCHBIX ITPOTPaMM.

PaCKprTHe MNEPCOHAJIBHBIX MAHHBIX — YMLBIINJICHHOC WU CJ'Iy‘IZlfIHOG HapymecHue
KOH(l)I/II[CHHI/IaJ'II:HOCTI/I NEPCOHATbHBIX JTaHHBIX.

PacnpocTpaHeHue nepcOHANbHBIX NAHHBIX — JICHCTBMS, HAINPABICHHBIE HA PAaCKPBITHE
IIEPCOHAIBHBIX JTAHHBIX HEONIPEACICHHOMY KPYT'y JIUIL

Pecypc nHpoOpMaUMOHHOM CHUCTEMbI — HMEHOBAHHBIN 3JIEMEHT CHUCTEMHOTO, MPHUKIIAIHOTO
WM anmnapaTHoro odecnevyeHus pyHKIMOHUPOBAHUS HHPOPMAIOHHON CHCTEMBL.

CneunuajibHble KATErOpuM MNEPCOHAJBHBIX JAHHBIX — TIEPCOHAIBHBIC JaHHBIE,
KacarolIMecss  pacoBOW, HAIMOHAIBHOW  NPUHAMICKHOCTH, TMOJUTUYECKHX  B3TJISOB,
PENUTHO3HBIX WM (GUIOCOMCKUX YOEKICHUM, COCTOSTHUS 3I0POBbSI M WHTHUMHOMW JKH3HU
cyObeKTa MepCcoOHaATbHBIX JAHHBIX.

CpencrBa BEIYMCIUTETLHON TEXHUKH — COBOKYITHOCTB ITPOTPAMMHBIX M TEXHUYECKHX JIEMEHTOB
CHCTEM 00pabOTKH JTAHHBIX, CIIOCOOHBIX (PYHKITMOHUPOBATH CAMOCTOSTEIBHO WIJIM B COCTaBE JAPYTrUX
CHCTEM.

Cy0bekT nocryna (Cy0beKT)— JMIO WIM IPOLECC, IEHWCTBUS KOTOPOIO PEryIaAMEHTUPYIOTCS
MpaBUJIAMU Pa3rpaHUYEHUs JOCTYIA.

Texunyeckunii KaHaJ yTeuykd MH(OPMALMH — COBOKYITHOCTh HOcHTEN MH(opMaiuu (cperncTsa
00paboTkH), husrdeckol cpepl pacrpocTpaHeHus: MHHOPMATUBHOTO CHTHANIA U CPEICTB, KOTOPHIMU
NoObIBaeTCs 3aluIaemMas iHpopMalus.

TpancrpannyHasi nepegaya nepcoHaJbLHBIX JaAHHBIX — Mepe/iaya MepCOHAIBHBIX JAHHBIX
onepatopoMm uepe3 [ocymapctBenHyro rpanuiyy Poccuiickoit ®exepanuu opraHy BJacTu
WHOCTPAaHHOTO TOCyJapcTBa, (U3MUECKOMY WIH IOPUAMYECKOMY JIMIY HHOCTPAHHOTO
rocynapcTBa.

Yrpo3pl 0e30macHOCTH TEPCOHAIBHBIX JIAHHBIX — COBOKYITHOCTh YCIIOBHH H  (haKTOpOB,
CO3/IAFOIIMX ONACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIIYyYaiiHOTO, JOCTYIA K MEPCOHATBHBIM
JIAHHBIM, PE3YJILTATOM KOTOPOTO MOYET CTaTh YHHUTOKEHHE, H3MEHEHHE, OJIOKUPOBAHKE, KOITMPOBAHHE,
pactpoCTpaHEeHNE MEPCOHATHHBIX J]AHHBIX, a TAKKE WHBIX HECAHKIMOHMPOBAHHBIX JCHCTBUI TPU WX
00paboTKe B MH(MDOPMALIMOHHOM CHUCTEME MEPCOHATIBHBIX JaHHBIX.

YHuuTOKEeHnEe NEPCOHAIBHBIX JAHHBIX — HeﬁCTBHﬂ, B PE3YIIbTATC KOTOPBLIX HEBO3MOXKHO
BOCCTAHOBUTH COACPKAHNC IICPCOHAIIBHBIX JAHHBIX B HH(bOpMaLH/IOHHOﬁ CUCTEMC TICPCOHAIIBHBIX
JAaHHBIX WK B PE3YJIBbTATC KOTOPBIX YHUYTOXAIOTCA MATCPUAIBHBIC HOCHUTCIN IICPCOHAJIBHBIX
JaHHBIX.
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YTeuka (GaummaeMoil) HWHPOPMAIMM N0 TEeXHHYECKHM KAHAJAM — HEKOHTPOJIMPYEMOe
pacrpocrpanerre HHPOPMAIUKA OT HOCHUTEIIS 3alUIIIaeMO HH(POPMAIUU Yepe3 (PU3NUECKYIO CPEeIy 10
TEXHUYECKOTO CPEZICTBA, OCYIIIECTRIISIONICTO IIepeXBaT HHMOPMAITHH.

YSA3BUMOCTB — C1a00CTh B CPEACTBAX 3alllUThI, KOTOPYIO MOXKHO HWCIOJIB30BAaTh ISl HAPYIICHUS
CHCTEMBI MJTH COZIEprKaIleicsl B Hel mH(opMaIim.

LenocrHocTh WH(pOPMAIMU —  CIIOCOOHOCTH  CPEICTBA  BBIUKCIUTEIIEHON TEXHUKH WU
ABTOMATH3UPOBAHHOM CHCTEMBI O0OCCIIeUMBATh HEM3MEHHOCTh MH(OPMAIMKM B YCIOBHSX CIYY9aiiHOTO
W/WM TIPSTHAMEPEHHOTO NCKKEHUS (pa3pyIICHUs ).
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OBO3HAYEHUSA U COKPAIIEHUA

ABC — aHTUBUPYCHBIE CPEACTBA

APM — aBTOMATH3HUPOBAHHOE paboyee MeCTO

BTCC — BCIIOMOTaTeJIbHbIE TEXHUYECKUE CPEJICTBA U CUCTEMBI
NCIIx — nH(OPMAIMOHHASI CUCTEMA TIEPCOHATBHBIX TAHHBIX
K3 — KOHTpOJIMpyeMasi 30Ha

JIBC — JIOKQJIbHAsI BBIYMCITUTEIbHAS CETh

MO — MEKCETEBOM 3KpaH

HCA, — HECAHKIIMOHUPOBAHHBIN JIOCTYII

OC — OMEpaIMOHHAs CUCTEMA

JUDI:i — TIEPCOHAIILHBIE JJAHHBIE

[IMB — IIPOTrPaMMHO-MaTEMaTUYECKOE BO3JICHCTBUE

110 — TIporpaMMHOe o0ecrieueHne

I[IOMHNH — MOOOYHBIE NIEKTPOMArHATHBIE W3ITyUSHHUS U HABOIKH
CA3 — CHCTEMa aHaJIM3a 3allUIeHHOCTH

C31 — CpeJIcTBa 3alIuThl HHPOPMAIUH

C3I1n — cucreMa (TI0JICHCTEeMa) 3aIUThl IEPCOHATIBHBIX JaHHBIX
COB — cucTeMa OOHApPYKEHHS BTOPKCHHUI

TKYAN — TEXHUYECKUE KaHAIBI YTEUYKH HH(OpMAIN

VYBIT/IH — Yrpo3bl 0e30MaCHOCTH MEPCOHATBHBIX JAHHBIX
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BBEJIEHUE

Hacrosimast Ilonutrka wHdopmannonHoi Oe3onmacHocty (manee Ilonmtuka) MBJIOY
«erckuit can Ne 54» (manee — YapexieHUE) SABISETCS OPUIIMATBLHBIM JOKYMEHTOM.

[Tonmutuka pazpaboTaHa B COOTBETCTBUM C TpeboBaHUsIMU DeaepanibHOTO 3aKOHA OT 27 MO
2006 r. Ne 152-®3 «O mepcoHaIbHBIX AaHHBIX» U TocTaHOBIeHUs [IpaButenscTBa Poccuiickoit
@eneparun ot lHOsIOps 2012 1. Ne 1119 «OO6 yrBepkaeHuu TpeOOBaHMN K 3alIUTe
MEPCOHANBHBIX JAaHHBIX IpU HX 00paboTke B MH(POPMAIMOHHBIX CHCTEMaxX IEPCOHATBHBIX
JAHHBIX», HA OCHOBAHUM:

- «PexoMenanuii Mo 00ecreueHrn0 0E30MaCHOCTH MePCOHAIBHBIX JaHHBIX MPU UX 00pabOTKe B
WHPOPMAITMOHHBIX ~ CUCTEMaxX [EpCOHANBHBIX JAHHBIX», YTBEPKICHHBIX  3aMECTHTENEeM
mupekropa @CTIK Poceun ot 15.02.2008 1.,

- «TunoBbIX TpeOOBAHMIA IO OPTaHU3ALUHN M 00ECTIeYeHHIO (PYHKIIMOHUPOBAHHUSI IIHPPOBATBHBIX
(xpunTorpaduueckux) CpeicTB, MpeIHa3HAYSHHBIX IS 3alIUThl HHPOPMAIINH, HE COIepKalIeH
CBEJICHUHN, COCTaBISAIONIMX TOCYAApCTBEHHYIO TalHy B ClIydae W3 HCIOJIb30BAHUS IS
obecriedueHusi 0E30MaCHOCTH TEPCOHANBHBIX JIAHHBIX NpU UX 00paboTke B MH(OpMAIIMOHHBIX
CHCTeMax NEepPCOHAJBHBIX IAaHHBIX», YTBEpKAEHHBIX pykoBoiacTBoM 8 llentpa ®CBb Poccun
21.02.2008 r. Ne 149/6/6-662.

B Tlonutuke ompenenensl TpedoBaHusi k mnepconany WCIIJIH, cTeneHb OTBETCTBEHHOCTH
MepcoHana, CTPyKTypa U HEOOXOIUMBIH YPOBEHb 3alIUIIEHHOCTH, CTaTyC U JIOJKHOCTHBIE
00s3aHHOCTH COTPYAHUKOB, OTBETCTBEHHBIX 3a oOOecreueHue Oe30MaCHOCTH IEePCOHATbHBIX
nanabIX B UCIIIH Yupexaenus.
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1 O01He moJI0KeHUu s
Lenpro Hacrosmeit [TonuTuku sBaseTcs odecneueHre 0€301acCHOCTH 00BEKTOB 3aIUThI

quem):[eHH;I OT BCCX BHAOB YIpo3, BHCHIHUX W BHYTPCHHUX, YMBIINIJICHHBIX U

HeTpeHaMepEeHHBIX, MUHIUMHU3aLUs yiepOa OT BO3MOXKHOM peanu3aiuu yrpo3 0e30macHOCTH
[TAu (YBILn).

be3omacHoCTh NEPpCOHAIBHBIX JaHHBIX JOCTHUTaCTCsA IIyTeM HUCKIIIOUCHUA
HCCAHKIIMOHUPOBAHHOI'0, B TOM YHUCIIC CJIy‘-IElfIHOFO, J0CTylla K HNCPCOHAJIBHBIM JaHHBIM,
PE3YIBTATOM KOTOPOr'0 MOXKET CTaThb YHUYTOXCHUC, U3MCHCHUC, 6JIOKI/IpOBaHI/I€, KOIIMPOBAaHUC,
PacpoCTpaHCHUC ICPCOHAJIBHBIX JAHHBIX, 4 TAKXKC MHBIX HCCAHKITUOHUPOBAHHBIX IICfICTBPIfI.

Wudopmanus u cBA3aHHBIE C HEW PecypChl JOJKHBI OBITH JOCTYITHBI JJISi aBTOPH30BAHHBIX
noJjb30BaTenel. JIOJDKHO OCYIIECTBISTHCS CBOEBPEMEHHOE OOHApYKEHHE M pearupoBaHHE Ha
YBII/H.

I[OJ'DKHO OCYIICCTBIIATHCA NPCAOTBPAIICHHUEC MPEAHAMCPCHHBIX HIIN CJ'Iy‘I&fIHBIX, HJaCTUYHBIX
HJIM TTOJIHBIX HCCAHKIIMOHUPOBAHHBIX MOI[I/I(bI/IKaIII/II\/JI HJIM YHUYTOXCHUS MEPCOHAIbHBIX TaHHBIX.

CoctaB 00BEKTOB 3aUIUTHI MpeacTaBieH B [lepedHe mepcoHaIbHBIX JaHHBIX, YKa3aHHOMY B
[Tonoxennn 06 00pabOTKe NEPCOHAIBHBIX JAHHBIX.

Cocra UCIIdH, mojyiexxamux 3aliuTe, MPEACTaBlIeH B AKTe 00CIeIOBaHUS TEKYIIETO
COCTOSHHUA TCXHH‘ICCKOﬁ 3alIUThI HepCOHaJ'II)HI)IX JTAHHBIX.
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2 00JacTh AelcTBUA

TpeboBanus Hactosmed [lonuTUKN pacIpoCTPaHsAIOTCS HAa BCEX COTPYIHHKOB YUpPEkKIACHUS
(IITaTHBIX, BPEMEHHBIX, PAOOTAIOIIMX MO KOHTPAKTY M T.I.), a TAaKXKE BCEX MPOYHX JIUI]
(moIpsAAUUKH, Ay TUTOPHI U T.11.).
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3 Cucrema 3alMTHI MEPCOHAJIBHBIX JAHHBIX
Cucrema 3amuThl nepcoHanbHbIX 1aHHbIX (C3I1[IH), cTpouTCS Ha OCHOBAHUU:
- AxTa 00ciieJoBaHUS TEKYIIEro COCTOSIHUS TEXHUYECKOH 3alUThI IEPCOHANBHBIX JaHHBIX;
- [lepeuns mepcoHaNbHBIX JAHHBIX, TOAJIEKAIIUX 3AIINUTE;
- AKTOB KJaccu(puKauyd HHOOPMAIIMOHHBIX CUCTEM EPCOHATILHBIX JaHHBIX;
- HacTHbIX MoJiesiel akTyallbHbBIX yTpo3 U BepositHoro Hapymutens UCIIAH;
- [Tonoxxenus o pa3rpaHUYEHUH MPaB IOCTYIA K IEPCOHATBHBIM IaHHBIM;
- PykoBomsamux nokymentoB @CTOK u ®Ch Poccuu.

Hnst oGecrieuenuss 3amuthl  WMCIIJIlH HeoOxomumo  coOmtojieHME OpraHu3alioOHHO-
TEXHUUYECKUX Mep. AJAMHMHHCTpaleil obecnieunBaercsi 6€30MacHOCTh MEPCOHATIBHBIX JaHHBIX B
COOTBETCTBUU C HEOOXOJMMBIM YpPOBHEM 3alllMIIEHHOCTH, KOTOpas omucaHa B TeXHHYeCKOM
3aJlaHuM Ha co3faHue cucreMsbl 3amuThl A UCIIH. B Yupexnenuun onpeneneHsl akTyaibHbIe
yrpo3bsl Oe3onacHoctd [1/IH, koTOphle ommcaHbl B YacTHOM MOJAENM aKTyaJlbHBIX Yrpo3 U
BepositTHoro Hapymutens UCIT/IH.

HO}I AKTyaJIbHBIMU  YT'pO3aMU 0€30I1aCHOCTH NEPCOHAJIBHBIX OJAaHHBIX ITOHHMACTCA
COBOKYITHOCTb ~ YyCJIIOBUH  HW  (PaKTOpOB, CO3MAIOIINX  aKTyalbHYI0  OIMACHOCTb
HCCaAaHKIIMOHUPOBAHHOI'0, B TOM YHUCJIC CHy‘I&ﬁHOFO, A0CTyna K NMEpPCOHAJbBHBIM JAaHHBIM IIPU UX
00paboTke B MH(POPMAITMOHHOW CHCTEME, PE3YyJIbTATOM KOTOPOTO MOTYT CTaTh YHHUYTOXXEHUE,
W3MCHECHHE, OJIOKMpOBaHKE, KOTIMPOBAHUE, MPEIOCTaBICHHUE, PACIIPOCTPAHCHUE MTEPCOHATBHBIX
JaHHBIX, a TAK)KE MHBIC HEITPABOMCPHBIC ﬂeﬁCTBHﬂ.

Yrpo3sl 1-ro TUMA akTyanbHBI A7 UHPOPMAIIMOHHON CHCTEMBI, €CIH JUIsl Hee B TOM YHUCIIe
aKTyaJlbHbl yIpO3bl, CBA3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEACKIapHUPOBAHHBIX)
BO3MOXHOCTEH B CUCTEMHOM IPOrPaMMHOM 00€CTeueHNH, UCII0JIb3YeMOM B MH(OPMALIMOHHON
CUCTEME.

Yrpo3bl 2-T0 THUIA aKTyalbHBI 1151 THPOPMAIIMOHHON CHCTEMBI, €CIH JUIsl HEe B TOM YHUCIIe
aKTyaJlbHbl yIpO3bl, CBA3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEACKIaPUPOBAHHBIX)
BO3MOXHOCTEH B MPHUKIAJHOM  MPOTPAMMHOM  OOECIEYEHHH,  HCIOJIB3YeMOM B
MH(OPMALIMOHHON CUCTEME.

Yrpo3sl 3-r0 TUMAa aKTyaJlbHBI 11 UHPOPMAIIMOHHON CHUCTEMBI, €Cliu JJIs Hee aKTyalbHbI
yIpo3bl, HE CBSI3aHHBIE C HAJIWYHMEM HEJOKYMEHTHPOBAHHBIX (HEICKIapUPOBAHHBIX)
BO3MOXHOCTEHl B CHCTEMHOM W MPUKIAAHOM MPOTPAMMHOM OOECHEYEHHUH, HCIOIb3yeMOM B
MH(OPMALIMOHHON CUCTEME.

Ha ocHOBaHuHM 3THX JOKYMEHTOB OHpeiesseTcs HeoOXOAUMBIH ypOBEHb 3allMIIEHHOCTH
[T1n xaxnoit UCII[An Yupexnenus. Ha ocHOBaHMM aHanM3a aKTyallbHBIX yrpo3 0€30MacHOCTH
[1/TH, onmucanHOTO B YacTHOM MOJIENH aKTyallbHBIX Yrpo3 U BeposiTHOoro Hapymutens UCIIIH u
Otuera O pe3ynbraTax INPOBEICHUS BHYTPEHHEH NIPOBEPKE, JENACTCsl 3aKIIOYEHHE O
HE00X0AMMOCTH HMCIIOJIb30BaHMSI TEXHUUECKUX CPEJCTB U OPraHU3allMOHHBIX MEPOIPHUATUIN JUIs
oOecnieuenus OezonacHocTH [1/[H. BbiOpaHHBIE HEOOXOIUMBIE MEPONPHUATHS OTPAKAIOTCS B
IInane MeponpUATHIA 110 3aLUTE NEPCOHAIBHBIX JaHHBIX.

s kaxxaoit UCIIJIH nomkeH ObITh COCTABIICH CIIMCOK UCIIOJIb3YEMBIX TEXHUYECKUX CPEJICTB
3allUThI, @ TaK K€ MPOrPaMMHOT0 oOecreueHus, ydacTBymomero B oopabdorke [1J[H, Ha Bcex
anementax UCII/H:

- APM mionp30BaTeriei;

- CepBepa NpHIIOKEHMUI;
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-CVYB/I;
- I'panumna JIBC;

- KananoB nepenaum B cetu oO0IIero moap30BaHus U (MIM) MEKIYHAPOAHOTO OOMEHa, eclid 1o
HuUM nepenarores [1J[H.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCIIAH n axtyansHbix yrpos, C3I1[n moxer
BKJIIOYATh CJICAYIOIINE TEXHUUECKUE CPEJICTBA:

- aHTUBUPYCHBIE CPEICTBA I Pa0OYMX CTAHIIUK TOIH30BATENICH U CEPBEPOB;
- CpelCTBa MEKCETEBOI0 SKPaHUPOBAHHUS;

- cpencTBa KpunrorpaduuecKoil 3ammThl MHGOpMANWK, TPH Tepenade 3aluiaeMol HWH- -
(hopmaruu 1o KaHajiaM CBSI3H.

Tax >xe B cIMCOK JIOJIKHBI OBITH BKIIOUEHB! (DYHKIIUU 3aLUThI, 00ECIIeYnBaeMble IITaTHBIMU
cpeactBamu  06pabotku IIJIn onepaunonusiMu cuctemamu (OC), npuxnagaeiM 110 u
CHEIHaTbHBIMI KOMILJIEKCAMU, PeaIU3YyIOUIMMHU cpeAcTBa 3amuThl. CUCOK (YHKUMNA 3allUThI
MO>KET BKJIIOUYATh:

YIPABJIEHHUE U Pa3rpaHUUYEHUE TOCTYIIA MT0JIb30BATENEH;
PETUCTPALIMIO U YUET ASHCTBUH ¢ mH(OpMaIIueii;

- obecreunBaTh 1EIOCTHOCTD JaHHBIX;

- MPOV3BOJUTH OOHAPYKEHUH BTOPIKEHUH.

CHnucok HCIoNb3yeMbIX TEXHUYECKHUX CPEACTB oOTpaxaercss B llmane meponpuatnii mo
3al[UTe MEePCOHATbHBIX NaHHBIX. CIUCOK MCIOJB3YEMBIX CPEACTB JTOJHKEH MOACPKUBATHCS B
aKTyaJIbHOM COCTOSHUM. [Ipy HM3MEHEHMH CcOCTaBa TEXHUYECKUX CPEACTB 3alUThl WM
anemeHToB UCIIJIH, COOTBETCTBYIOMME HW3MEHEHMs JOJDKHBI ObITh BHECeHbI B CIHCOK |
YTBEPKICHBI 3aBEAYIOMNUM YUPESKACHHS WIN JTUIIOM, OTBETCTBEHHBIM 3a 00eCIeueHNE 3alTUThI
I11n.
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4 TpeooBanus k nogcucremam C3I1/In

C3I1/1x BKIIFOYAET B ceOS CIEAYIONIHNE TOJCHCTEMBI:

- YIIpaBJICHUA JOCTYIIOM, PETUCTPAlIUU U YUCTa,

- obecrieueHus HEIIOCTHOCTU U JOCTYITHOCTH;

- aHTI/IBI/IpyCHOI‘/'I 3alIHThI;

- MEKCETEBOT0 DKPAaHUPOBAHMS,

- aHajM3a 3alUIlIeHHOCTH;

- oOHapy»eHHUsI BTOPIKEHUH;

- Kpunrorpadguyeckon 3aluThI.

[Moacucrempr C3I1/IH umeroT pasnuuHbli (yHKIMOHAN B 3aBucuMoOcTH OT Kiacca WCII/H,
onpejieieHHOro B AkTe KiaccupuKaluud MHGOPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX TaHHBIX.
Crucok cootBerctBusi QyHkuuii mojacucreM C3II/IH kimaccy 3alMIEHHOCTH TPENCTABIECH B
[Tpunoxxennn Ne 1.

41 HO}IC]{[CTeMbI YupaBJ/J€HUsA J0CTYIIOM, PETUCTPALlUM U YUY€Ta

[Toacucrema ynpapieHus: 1OCTYIOM, PETUCTPAllMK U ydeTa MpeAHa3HaueHa JJis peanu3aluu
cenyronux QyHKIUI:

- HACHTU(HUKALIMKI U TIPOBEPKa MOJUTMHHOCTH CYOBEKTOB goctymna npu Bxoae B UCII/IH;

- I/IZICHTI/I(i)I/IKaI_[I/II/I TEPMHUHAJIOB, Y3JIOB CCTH, KaHAJIOB CBA3W, BHCHIHHUX yCTpOfICTB 110
JJOTUYCCKUM UMCHAM,

- WACHTH(DHUKAITIHN TIPOTpaMM, TOMOB, KaTajoros, (aiiioB, 3amucei, oJiei 3amiceii o nMeHaM;

- perucTpanuy BXoja (BbIX0/1a) CYOBEKTOB JOCTYIIA B CHCTEMY (M3 CHCTEMBI), THOO PEruCTpaIus
3arpy3KH ¥ UHHITUATU3AIMN ONIEPAIIHOHHOW CUCTEMBI M €€ OCTaHOBA.

- PErucTpanyy TONBITOK JIOCTYNa MPOrPAMMHBIX CpPEACTB (IpOrpaMM, MpPOIECCOB, 3alad,
3aIaHAN ) K 3aIlIIaeMbIM (aitiam;

- perucrTpamuy TOMBITOK JOCTYIIA TPOTPAMMHBIX CPEICTB K TEpMUHANaM, KaHalaM CBSI3H, -
mporpamMmam, ToMam, KatajoraM, ¢aiiam, 3armrcsM, IOJISIM 3aITiceit.

[Toxcucrema ynpaBieHHsS ITOCTYIIOM MOXET OBITh peaii30BaHa C MOMOIIBI0 IITATHBIX
cpenctB oopabotku [1/IH (onepammonnsix cucteM, npunoxkenuit 1 CYBJ]). Tak xe MoxkeT ObITh
BHEIPEHO CICIHAJIbHOE TEXHUYECKOE CPEICTBO WJIM HX KOMIUICKC, OCYIIECTBIISIONINE
JOTIOJTHUTEJIBHBIE MEPhl MO ayTeHTH()HUKAMU U KOHTpOJr. Hampumep, mpuMEHEHHE €IWHBIX
XpaHWJIMIL ~ yYETHBIX  3alUCeil  IMOJIb30BaTeNie W PEruCTpalMOHHOM  wHpopMaluw,
UCIIOJIb30BAHUE OMOMETPHUECKUX U TEXHHUYECKUX (C TIOMOIIBIO AJICKTPOHHBIX MPOITYCKOB) MEp
ayTeHTU(UKAIH U JAPYTUX.

4.2 MMoacucrema obecneyeHusi HEJOCTHOCTH U JOCTYITHOCTH

IToncucrema obecrieueHHsl IIETOCTHOCTH U JIOCTYITHOCTH IpeaHa3HaueHa A oOecreueHus
uenoctHoctn M gocrynHoctd [I/[H, mnporpammHbix U  anmapatHeix cpeacts  MCIIIH
VYupexxaeHus, a Tak ke CPeJICTB 3alLUThI, IPU CITy4alfHON WJIM HAMEPEHHON MOJU(pHKALINY.

Iloacucrema peaIn3yeTCA C MNOMOIBKO  OpraHU3anui  pE3CPBHOTO KOIMUPOBAHUA
O6pa6aTBIBaCMBIX JaHHBIX, a TaK K€ pE3CPBUPOBAHUCM KIIFOYCBBIX 3JICMCHTOB I/ICHI[H
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4.3 MoxcucremMa aHTHBHPYCHOI 3aIIHTHI

[MoacucreMa aHTHBHPYCHOW 3alWTHl TpEAHA3HAUCHA I OOECIeUeHUs aHTHBUPYCHOU
3amuThl cepBepoB u APM nonw3oareneit UCIAH Yupexaenus.

CpencTBa aHTUBUPYCHOM 3aIIUTHI TPEIHA3HAYCHBI JJIs1 PealTU3allid CICTYIOMUX (DyHKINHI:
- Pe3UCHTHBIA aHTUBUPYCHBIH MOHUTOPHHT;
- aHTHBHPYCHOE CKAHUPOBAHUE;
- CKpHNT-0JIOKMPOBaHUE;

- ICHTPAJIM30BaHHYIO/YIAJICHHYI0 YCTaHOBKY/ICHHCTAJUIAIUIO AHTUBUPYCHOTO MPOIYKTa,
HACTPOKKY, a/IMUHICTPHUPOBAHKE, IPOCMOTP OTYETOB M CTATHCTHYECKON nH(opmalmu no padore
MIPOAYKTA;

- aBTOMaTU3UPOBAaHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;

- OrpaHUYCHHE MPaB MOJIH30BATENISI HA OCTAHOBKY MCIIONHSIEMBIX 3a7a4 U U3MEHEHHS - HACTPOCK
AHTUBHUPYCHOTO IPOTPaMMHOT0 00eCIIeueHUS;

- aBTOMATUYECKHH 3aITyCK Cpa3y MOCIIe 3arpy3KH OIEePallMOHHONW CHCTEMBI.

[Toncucrema peanusyercs MyTeM BHEAPEHUS CIENHAIBHOIO aHTUBUPYCHOTO IIPOTrPaMMHOTO
obecrieuenus Ha Bce dneMenTs UCIT/IH.

44 HOZ[CHCTeMa MEKCETEBOI0 IKPAaHUPOBaAHUSA

[TomcucreMa MEKCETEBOTO SKPAHWPOBAHUS TMpeNHA3HAYEHA U PEaM3alid CIIEAYIOIINX
hyHKIIMIHA:

- ¢wibTpallud OTKPBHITOro M 3armdpoBaHHOro (3akpeiToro) IP-tpaduka mo ciemyronmm
napamMmerpam;

- (huKkcanuu BO BHYTPEHHHX XypHaIax WH(opMAIMy 0 MPOXOSIEM OTKPBITOM U 3aKpbiToM [P-
Tpaduke;

- UACHTU(QUKAIMH W ayTEeHTU(PHUKAIUIO aJIMHHHCTPATOpa MEXCETEBOro JKpaHa IpU €ro -
JIOKAITbHBIX 3aIIpocax Ha JIOCTYII,

- perucrpanum Bxoja (BbIX0/la) aAMHHHACTPATOPa MEXKCETEBOTO SKpaHa B CHCTEMY (M3 CHCTEMBI)
00 3arpy3KH M MHUIIUAITU3AINN CUCTEMBI U €€ TIPOrPaMMHOTO OCTaHOBA;

- KOHTPOJIS IIEJIOCTHOCTH CBOEH MPOrpaMMHONM B WH(POPMAITMOHHOMN YacTH;

- (WIBTPAIINH TTaKeTOB CIYKEOHBIX MPOTOKOJIOB, CIY)KAIIMX JUIS THATHOCTHKU M YIPaBIICHUS
paboTOl CeTeBhIX YCTPOICTB;

- (pUIBTpALK C YIETOM BXOIHOI'O U BBIXOAHOI'O CETEBOro MHTep(delica Kak CpeACTBO MPOBEPKH
MTOJUIMHHOCTH CETEBBIX aJPECOB;

- pEeruCTpanvu 1 y4dcera 3alpainmnBaCMbIX CEPBHUCOB NPUKIAAHOI'O YPOBHS;

- 6J'IOKI/Ip0BaHI/I$I A0CTyIa HePI,I[eHTI/I(bI/ILII/IPOBaHHOFO 00BEKTa WU CY6’B€KTa, IOJJIMHHOCTD
KOTOpOro Ipu aYTeHTI/I(l)I/IKaLIHI/I HE moATBEpANIaChb, METOAaMU, yCTOfI‘IHBLIMPI K IICPEXBATYy,

- KOHTPOJIA 3a CETEeBOM aKTHUBHOCTHIO HpI/IJ'IO)KeHI/Iﬁ n 06Hapy>KeHI/I$I CCTCBLBIX aTakK.

IToacucrema peanusyercs BHEAPEHUEM IPOTPaMMHO-aNNIapaTHBIX KOMIUIEKCOB MEXCETEBOTO
sKpaHupoBaHus Ha rpanuue JICB, kimaccoM He Hke 4.
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45 IToacucrema aHaaIM3a 3aIIUIEHHOCTH

[loncucrema aHanM3a 3aIIUIIEHHOCTH, JOJDKHA OOECTIeYMBATh BBISBJICHUS YSI3BUMOCTEH,
cBsizaHHBIX ¢ ommOkamu B kKoH(purypamuu [10 MCII[H, koTOphle MOTYT OBITH MCIIOJIB30BAHbI
HapyIIMTEIEM JJIs pean3aluy aTaku Ha CUCTEMY.

OyHKIIMOHAN TMOJICUCTEMBl MOXET OBITh peal30BaH NPOTPAMMHBIMH M IPOTPAMMHO-
anmnapaTHbIMU CPEJACTBAMH.

4.6 Ioncucrema oGHApy KeHUS BTOP:KEeHMi

[Toncucrema oOHapy) EHHUS BTOP)KEHHH, JOJDKHA 00ECTIEYNBATh BBISIBICHUE CETEBBIX aTak Ha
aneMenTsl UCII/IH, nmoakitoueHHbIE K CETAM OOIIEro MOJb30BaHUS U (MJIM) MEXKJIYHApPOIHOTO
oOMeHa.

CDYHKIII/IOHaJ'I INOACUCTEMBI MOXECT OLITH p€aiM30BaH MNpOrpaMMHBIMH W MPOTrpaMMHO-
arrnapaTHbIMH CPEACTBAMHU.

4.7 Moncuerema KpuNTOrpaguuecKoii 3aAMHUTHI

[Toncucrema xkpuntorpaduyeckod 3amuThl TpenHasHaueHa s uckmouenus HCI
samuiaemor nHpopmarmu B UCI I Yupexaenus, npu ee mepenadyu o KaHajaaMm CBS3U CETEH
00111eT0 MOJIK30BaHMSI U (MJTH) MEXKTyHapOJHOTO OOMEHa.

[loacucrema peanusyercss BHEAPEHUEM KPUNTOTpapHUUECKUX MPOrpaMMHO-ANMapaTHbIX
KOMIIJIEKCOB.
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5 Hoab3oBateau UCIIAn

B UCIIAn VYwupexaeHuss MOXHO BbIACIUTh CIEAYIOLIME TPYNIbl I10Jb30BaTENeH,
y4acTBYIOIIKX B 00paboTke u xpanenuu 11/[n:

- Anmunuctpatopa UCT/H;

- Anmunmctpatopa 6e3onacHocti UCIH;

- Oneparopa APM;

- AIMUHHCTpaTOpa CeTH;

- TexHUYECKOro crennanicTa mo o0CIyKUBaHHUIO IEpUPEPHITHOTO 000PYAOBaHUS;
- [Iporpammuct-pazpadorunx UCIIH.

JlanHble O rpynmax Mojb30BaTeNIX, YPOBHE MX JOCTyHna M MH(GOPMHUPOBAHHOCTH JOJKEH
ObITh OTpakeH B [loyiokeHnH 0 pa3rpaHUYeHHH MPaB IOCTyNa K NEePCOHAIBHBIM JaHHBIM.

5.1 Anvunucrparop UCHIn

Anvmunuctpatop MCII/IH, coTpyaHuk VYupexaeHus, OTBETCTBEHHBIH 3a HACTPOMKY,
BHenpenue u compoBoxaeHnne HWCII/IH, oOecneunBaer (GYHKIMOHUPOBAHHUE TOJICUCTEMBI
yopasienuss gocrynom HCIIJIH © ynmoaHOMOYEH OCYHIECTBIATh IPEAOCTABICHHE U
pasrpaHuyeHue A0CTyna KOHeYHOro nojs3oBatesns (Oneparopa APM) k snemeHTaM, XpaHsIIUM
MIEPCOHAJIbHBIE JJAaHHBIE.

Ammvunnctpatop UCIIIx o6nagaer cneayromuM ypoBHEM JOCTyIA U 3HAHUH:

- obmajmaer modHOW WH(pOpPMaNUe O CHCTEMHOM W TPUKIATHOM MPOrPAaMMHOM OOeCIedeHUN
UCTI/#n;

- o0JrazaeT oTHOM HHGpOpPMAIel 0 TEXHHYECKHX cpencTBax U koHpuryparuu UCIT/H;
HAMEET JOCTYI KO BCEM TEXHUYIECKUM cpencTBaM oopadorku mHbopManuu 1 ganasiM UCTT/H;

- oOnamaer mpaBaMH KOH(QUTYPHUPOBaHUS ¥ aJMUHHCTPATUBHON HACTPOMKH TEXHUYECKUX
cpencts UCIT/IH.

5.2 Agmunucrparop 6e3onacuocrn UCIIIn

Anmmvunuctpatop OezomacHoct MCIIH, coTpymHuk YupekaeHus, OTBETCTBEHHBIN 3a
¢byakuuonupoBanue C3II[IH, BkIOYass OOCTYXKMBaHHE W HACTPONKY aJIMUHHCTPATHBHOM,
CEpBEPHOI U KIIMEHTCKOW KOMITIOHEHT.

Anmunuctpatop 6e3onacHoctu MCII/IH oOnanaeT cieayomuM ypoBHEM JA0CTyIa U 3HAHUI:
- obnamaer mpaBamu Anmunuctpartopa MCIL/IH;
- obnamaer momHOM nHPOpManueit 06 UCIT/IH;

- UMEeT JOCTYI K CPEeICTBaM 3alIUThl HHGOPMAIMH U MPOTOKOIUPOBAHUS M K YaCTH KITFOUEBBIX
snementoB MCII/IH;

- HC UMCECT IIpaB AOCTyIa K KOH(l)I/IprI/IPOBaHI/IIO TEXHUYCCKUX CPCACTB CCTHU 3a HUCKIHOYCHUCM
KOHTPOJIBHBIX (I/IHCHGKI_II/IOHHBIX).

Anmunuctpatop 6e3zonacHocty UCIT/IH ynoiaHoMoueH:

- peanu30BBIBaTh MOMUTUKY Oe3zomacHocTH B yacTH HacTpoiiku CK3U, mMexcereBbIX SKpaHOB U
cHCTeM OOHapy)XeHHs aTaK, B COOTBETCTBHHM C KOTOpPHIMH mojib3oBaTenb (Omepatop APM)
MOJy4aeT BO3MOXHOCTh paboTath ¢ 3neMeHtamu UCI/IH;
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- OCYIICCTBJIATH ayAUT CPCACTB 3allIUThI;

- YCTaHaBJIMBATh JIOBEPUTEIHHBIC OTHOIICHUS CBOCH 3alUIICHHOW CETH C CETSIMH JPYTUX
Opranuzanuii.

5.3 Oneparop APM

Omneparop APM, cotpyanuk YupexaeHus, ocymiecTistommii 0opadotky [1/]n. O6paboTka
[I1n Bxmrowaer: BOo3MOKHOCTH mpocmoTpa II/In, pyunoit BBoxy IIJln B cucremy HWCII/H,
¢dopmMupoBaHHEe CIIPaBOK W 0T4ETOB N0 MH(popMmarmu, noxydeHHoi u3 MCIIAn. Oneparop He
MMeEeT MOJTHOMOYHH IS yIpaBIeHHS MoAcucTeMamMu 00paboTku qanubix u C3I1/1H.

Omneparop UCII/IH o06mamaeT cieayonuM ypoBHEM JIOCTYIIA U 3HAHUMN:

- o0najgaeT BceMH HEOOXOAUMBIMU aTpuOyTamMu (HampuMep, IapoiieM), 00eCHedHBaOIUMU
JIOCTYII K HEKOTOpOMY ITOAMHOXeCTBY I1/1H;

- pacnosiaraet KOH(pUACHIIHATbHBIMY JJAHHBIMH, K KOTOPBIM UMEET JOCTYII.

5.4 Axvuuucrparop cetn

AJMUHHUCTpPATOp CETH, COTPYAHUK YUpEXKJEHUS, OTBETCTBEHHBIN 3a (DYHKIMOHHPOBAHUE
TenekoMMyHuKalmoHHon noacucreMbl UCII/IH. AnMuHHCTpaTOp CETH HE MMEET MOJIHOMOYNN
JUI yIpaBJIeHUs MOJCUCTEMaMH 00pabOTKH JaHHBIX U OE30MaCHOCTH.

AJIMUHHCTpATOP CETU 00JIaJIaeT CICAYIONINM YPOBHEM JIOCTYIAa U 3HAHUH:

- obyagaer 4acTelo MH(OpMAIMKM O CHCTEMHOM H TPUKIATHOM IMPOrPaMMHOM OOecredeHur
UCT x;

- o0JramaeT 9acThio HHGOPMAIUY O TEXHUYIECKUX cpencTBax u kondurypanuu UCII/IH;

nMeeT QU3MYECKHA TOCTYI K TEXHHYECKHM CpEIcTBaM oO0pabOTKH WH(OpPMAIMKM U CPEICTBaM
3aIUTHI,

- 3HACT, 110 MEHBIIIEH MEpPE, OHO JICTAJIBHOC UM OOCTYyIIA.

5.5 Texnuueckuii CHENHATNCT N0 06CTY:KHBAHHIO MepHdePHITHOro 060pyI0BaAHMS

Texuuueckuil crnenuanuct Mo OOCTYKHUBAaHUIO, COTPYAHHUK YUpPEKACHHs, OCYIIECTBISET
oOcnykuBaHue U HacTpoiiky mnepudepuitnoro ob6opynoBanus WMCII/In. Texuuueckuii
CHEIHAMCT TO OOCHy)KMBaHHI0O HEe uMeeT goctyna kK [IJ[H, He uMeeT NOJTHOMOYMHA IS
yIpaBieHUs NOJCUCTEMaMH 00paObOTKH JaHHBIX U 0€30IIaCHOCTH.

Texuuueckuil crenuanuct mo oOCTYKMBAaHUIO 00JalaeT CIeAYyIOIUM yYPOBHEM JIOCTYNa U
3HAHUH:

- obnamaer 4acThi0 MH(OPMAIMK O CHCTEMHOM M TMPHUKIAJHOM IMPOrpPaMMHOM OOECIIe€YeHUN
NCI1dH;

- obnaaeT yacThio MHGOPMAIMK O TEXHUYECKHX cpencTBax U koHpurypamuu UCIdH;
3HAET, 110 MEHbILEH Mepe, OTHO JIETAIbHOE UMSI JIOCTYTIA.

5.6 IMporpammucr-paspaGorunx UCIIn

[IporpaMmucThI-pa3paboTunKky  (MMOCTAaBIIMKK)  MPUKIATHOIO MPOrPaMMHOIO  O0eCHeyeHHus,
o0ecrieunBaloIre ero COPOBOXKAECHUE Ha 3aIIuIIaeMoM oobekTe. K TaHHOi rpyIine MOryT OTHOCHTBCS
KaK COTPYAHUKHU YUPEKICHUS, TaK U COTPYAHUKN CTOPOHHUX OpraHU3alui.

dusnyeckoe IO STOH KaTeropuu:
- obmagaer nnpopmanueit 06 anroputmax u nporpamMmmax oopadorku undopmanuu Ha UCIH;
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- obnamaer BO3MOXKHOCTSMH BHECEHHSI OIIMOOK, HEACKIAPUPOBAHHBIX BO3MOXKHOCTEH,
MPOrpaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX Mporpamm B mporpammuoe obecrneuenue MCIIJIH Ha
CTaJuH ee pa3pabOTKU, BHEAPEHHS U COMPOBOXKICHUS;

- MOXeT pacnomaratb JoObiMH (parmMeHTamu uHpopManuu o Tononorun WCIIAH u
TEXHUUYECKHUX cpencTBax o0pabotku u 3amutsl [1/1H, o6padaTeiBaembix B UCIIAH.
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6 TpeGoBanus Kk nmepcoHay no odecrneyeHuro 3amuTol 11

Bce corpymnuku YupexneHus, siisomuecs mnonb3oBareasimu WMCII/IH, m0mKHBI 4eTKO
3HaTh M CTPOTO BBINIOJIHATH YCTAHOBJICHHBIC NPaBHJIa U OOS3aHHOCTH TO JIOCTYIYy K
3alIUIAEMBIM 00BEKTaM M COOTIOICHHUIO IPUHSTOr0 peskuma OezomacHoctu [1/1H.

IIpn BCTyluleHMM B JOJDKHOCTH HOBOTO COTPYAHMKA HENOCPEACTBEHHBIM Ha4aJbHUK
HOJpa3eieHusl, B KOTOPOE OH IIOCTyNaer, o00s3aH OpraHu30BaTb €ro O3HAKOMIICHHE C
JNOJDKHOCTHOW —~ MHCTPYKUMEH M HEOOXOJAMMBIMM  JIOKYMEHTaMH, PpErJIaMEHTUPYIOLIUMU
TpeboBanus mo 3amute IIJ{H, a Takke oOydyeHHE HaBBIKAM BBIIIOJHEHHUS TMPOLEIYD,
HEOOXOAMMBIX JUTSl CAHKITMOHUPOBAHHOTO Hcroib3oBanus CII/H.

CoTpyIHUK NOJDKEH OBITh O3HAKOMIJIEH CO CBEACHUSMU HacTosied [loauTuku, mpUHSATHIX
npoueayp padotsr ¢ anementamu UCIT/{a u C3I1/1H.

CoTpyaHUKH VYUpeXJIeHUs, HCIHOJB3YIOIINEe TEXHUYECKHE CpeACcTBa ayTeHTHU(UKALUH,
JOJKHBI  O0€CeurBaTh COXPAHHOCTh HJICHTU(PHUKATOPOB (AJIEKTPOHHBIX KIIOUEH) U He
nonyckath HCJ[ x HuUM, a Tak K€ BO3MOXHOCTb MX yTE€PH WM HCIHOJb30BaHUS TPETbUMU
munamu.  [lonb3oBarenu  HECyT  TNEPCOHAIBHYIO  OTBETCTBEHHOCTh 3a  COXPaHHOCTh
UJEHTU(DUKATOPOB.

CoTtpynHuku YUpeXJIeHHs TOHKHBI CIEA0BaTh YCTAHOBJICHHBIM MPOIEAYPaM TOIEPKAHMS
pexxuma O6e3onacHoctu [1JIH npu BbIOOpE M MCHOIB30BAaHUU Mapojeil (ecau He MCHOJIb3YIOTCS
TEXHUYECKHE CPEACTBA ayTeHTU(PUKAIINN).

CotpyaHuku YupexaeHHUs IOJKHBbI OOecreunBaTh HaAJIEXKallyl0 3allUTy 000pYHAOBaHUS,
OCTaBIIIEMOTO 0€3 MPUCMOTPa, OCOOCHHO B TeX CIydasX, KOTJa B MOMEIICHUE WMEIOT JOCTYI
MMOCTOpOHHUE JHIa. Bce mosp3oBaTenn MOJDKHBI 3HATh TpeboBaHus mo OezomacHocTH [IJ[H n
MPOIIEAYPHI 3alTUTH 000PYI0BaHUSI, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAK)KE CBOM OOS3aHHOCTH
10 00€ECIIEUEHNIO TAKON 3aIUTHL.

CoTpynHHMKaM 3amperiaercsi yCTaHaBIMBaTh MOCTOPOHHEE IPOTpaMMHOE oOOecrieueHue,
MOJIKITFOYATh JINYHBIE MOOMIIbHBIC YCTPOWCTBA M HOCUTENM MH(POPMAIIHH, a TaK )K€ 3alHChIBATh
Ha HHX 3allUIIaeMyI0 HHPOPMAIIHIO.

CoTpyaHUKaM 3amperiaercs pasriamiaTh 3allyilaeMyro HH(opMaluio, KOTopas craja UM
M3BECTHA MPH paboTe ¢ UHPOPMALIMOHHBIMU CUCTEMAMH Y UPEKICHUS, TPETHUM JIUIAM.

ITpu pabote ¢ [1/n B UCII[dn coTpymnuku YupexxaeHus oOs3aHbl 00ECIIEYUTh OTCYTCTBUE
BO3MOKHOCTHU npocMoTpa [1/IH TpeTbumu nunamMu ¢ MOHUTOpoB APM uinu TepMuHaoB.

[Tpu 3aBepmenun padotsl ¢ UCIIJIH coTpymauku 00s3aHbl 3aUTHTE APM miu TepMuHaIBI
C TMOMOIIBIO OJIOKUPOBKU KIIOUOM HIIM SKBUBAJICHTHOTO CPEICTBA KOHTPOJS, HampHUMeEp,
JOCTYIIOM TIO MapOJII0, €CIIM HE HCTIONB3YIOTCS 00JIee CUIIbHBIE CPEICTBA 3AIUTHI.

CoTpynHHUKH YUpexJACHUs OJDKHBI OBITh MPOMH(DOPMUPOBAHBI 00 Yrpo3ax HapyIICHUS
pexxuma Oe3omacHoctd [IJIH M OTBETCTBEHHOCTH 3a ero HapymeHue. OHHM JOJDKHBI OBITh
O3HAKOMJICHBI C YTBEPXJCHHON (OPMaIbHON TMPOIEAYPOH HAJOXKECHUS JUCIUIUTMHAPHBIX
B3BICKaHUI HA COTPYJHHKOB, KOTOPbIe Hapymwin [ToMuTHKy HHPOPMAIIMOHHOM 0€30MacHOCTH U
npouenaypsl 6e3omacuoctu [1/]H.

CotpynHuku o00s3aHpl  0e3 TpomeanieHHs cooOmarb 000 BceX HAOMIOAAEMBIX WM
MOA03pUTENBHBIX chaydasx pabotsl UCIIJIH, Morymux mosieys 3a coboil yrpo3sl 6€30macHOCTH
11, a Takke O BBIABICHHBIX HMHU COOBITHSX, 3aTparuBarommx OezomacHocTh [1]1H,
PYKOBOJICTBY MOJpa3/IeICHUs U JIUIlY, OTBEYAIOIIEMY 32 HEMEUIEHHOE pearupoBaHue Ha YrPO3bl
oe3onacHocTH I1]IH.
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7 10J15KHOCTHBIE 00s13aHHOCTH MoJb3oBaTeneid UCIIn
JomxHocTHBIE 00s13aHHOCTH Nob3oBareseid CIIH onrcanbl B CEAYIOMUX JOKYMEHTAX:
- Naerpykuus apmunuctpaTtopa MCIH;
- Uncrpykuus anmunanctpatopa 6ezonacHoctu UCITH;
- Nncerpykuus nons3osatens UCITH.
OtBerctBeHHOCTH coTpyauukoB UCII/IH Yupexaenus.

B cootBercTBuM co ct1. 24 denepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 utonst 2006
r. Ne 152-®3 «O nepcoHanabHBIX JAHHBIX» JIMIA, BUHOBHBIEC B HAPYIIEHUU TPeOOBaHUI JaHHOTO
@denepallbHOTO  3aKOHA,  HECYT  IPAXKJAHCKYI0,  YrOJOBHYIO,  aJMUHHCTPAaTHUBHYIO,
JUCLHMIUIMHAPHYI0 U MHYIO MPEIyCMOTPEHHYIO 3aKOHOAATENbCTBOM Pocculickoit denepanuu
OTBETCTBEHHOCTb.

JleiictByroniee  3akoHojaTenbcTBO P®D  mo3BossieT  mpenbsABIATH  TpeOOBaHUSA IO
obOecnieueHn0 Oe3o0macHO paloThl ¢ 3amuiiaeMoid uHpopMmanued u mpeaycMaTpUBaeT
OTBETCTBEHHOCTb 3a HapyIIEHHE YCTAaHOBJIEHHBIX MpaBMJl 3Kciuyatauuu OBM u cucrewm,
HETMPAaBOMEPHBIN JOCTYNT K WH(POPMALWHU, €CIH OTH JCHCTBHS TPHUBEIN K YHUUYTOXCHHIO,
OJI0OKMPOBAHMIO, MOAM(PHUKAIIMN HHPOPMALIUK WK HapylleHuto paboTel OBM i ceteil (ctaThu
272,273 u 274 YK PD).

Anmunuctpatop UCIIAn u agmunuctpaTtop 6e3omacHocty UCIIJIH HecyT OTBETCTBEHHOCTh
3a BCE JIEWCTBUS, COBEPUICHHBIE OT MMEHM MX YYETHBIX 3alUCEd WIM CHCTEMHBIX YYETHBIX
3anMcel, eciiy He 10Ka3aH (PaKT HeCAHKIIMOHUPOBAHHOTO HCIIOJIb30BAHUS YUETHBIX 3aHCEH.

[Ipu Hapymenusx coTtpyaHukamu YupexaeHus — mnoas3oBareneid HWCIIn npasumn,
CBA3aHHBIX C Oe3omacHocThto [I/lH, OHHM HecyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JENCTBYIONIMM 3aKOHOAAaTeNbCcTBOM Poccuiickoit deneparumu.

[IpuBeneHHble BhIIIE TPeOOBAHHWS HOPMATUBHBIX JOKYMEHTOB IO 3alluTe WHGOpMaLUu
JOJKHBI OBITH OTpakeHbl B [los0jkeHUsAX O moApasfeNeHuax YUpexIeHUs], OCYILECTBISIONINX
o6pabotky [1/In B UCII/IH 1 1O0KHOCTHBIX MHCTPYKITUSAX COTPYAHUKOB YupexneHun.

Heobxonumo Buectu B IlonokeHust o monpasfeneHUsX YUpexJAeHUs, OCYIIECTBISIOIUX
o6pabotky [/l B UCII/IH cBenenuss 00 OTBETCTBEHHOCTH MX PYKOBOJMUTENCH U COTPYIHUKOB
3a pasrialleHHue M HECaHKIIMOHMPOBAaHHYIO Mojaudukanuioo (uckakeHue, ¢anbCupUKAIIIO)
[I/1n, a Takxke 3a HEMPaBOMEPHOE BMEIIATEIbCTBO B IPOLIECCHl HUX aBTOMATU3MPOBAHHOU
00paboTKH.
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8 CIHCOK HCIO0JIb30BAHHBLIX HCTOYHHKOB

OCHOBHBIMH HOPMATUBHO-TIPABOBHIMM W METOJUYECKMMH JIOKYMEHTaMH, Ha KOTOPBIX
6azupyercs Hactosuiee [lonoxxeHne ABISIOTCS:

1 ®enepanbubiii 3akoH o1 27.07.2006 1. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (fanee —
@3 «O mnepcoHanbHBIX JAHHBIX»), YCTAHABIMBAIOLIMN OCHOBHBIE NPHUHLMUIBI M YCIOBHUS
obpabotku I1]IH, mpaBa, 00s13aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIICHUH, CBSI3aHHBIX
¢ obpaboTkoii I[1/1H.

2 Tlocranosnenue [IpaBurenscrBa Poccuiickoit @enepanmu ot 1Hos0ps 2012 r. Ne 1119 «O6
YTBEP)KJACHUM TpeOOBaHMM K 3allluTe MEPCOHAJIbHBIX JIAaHHBIX IpH HX 00paboTke B
MH(GOPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX TaHHBIX».

3 «llomoxxeHne 06 0cOOEHHOCTSIX 00paOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON 0e3
HCIIOJIb30BAHUS CPEACTB aBTOMAaTU3aluny, yreepxacHHoe [locranoBnenuem IlpaBurenscrtea PO
o1 15.09.2008 r. Ne 687.

4 «TpeOoBaHusl K MaTepUalbHBIM HOCHUTENSIM OMOMETPHUYECKUX MEPCOHAIbHBIX JAaHHBIX U
TEXHOJIOTUSIM XPAaHEHUs TaKUX JIaHHBIX BHE HWH(QOPMAIMOHHBIX CHCTEM HEPCOHAIBHBIX
TaHHBIX», yTBepkIeHHbIe [locTanoBnenuem IIpaBurenscrBa PO ot 06.07.2008 1. Ne 512.

5 HopmaTtuBHO-MeTOIM4ecKre JOKYMEHThl DenepanbHOM CilIyKObl MO TEXHUYECKOMY H
sKcniepTHOMY KoHTpoJito Poccuiickoit @enepanuu (nanee - ®CTIK Poccun) no obecneueHuro
6e3omnacunoctu [1/1n mpu ux o6padotke B UCIIH:

6 Pexomenmanuu o o0ecredeHunio 0e30MacHOCTH MEPCOHANTBHBIX JAHHBIX ITPH UX 00paboTKe
B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHAIbHBIX NaHHBIX, YTB. 3aM. qupekropa ®CTOK Poccuun
15.02.08 1.

7 OCHOBHBIE MEPOMNPUATHS IO OpPraHU3alUU U TEXHUYECKOMY oOecreueHno0 0e301macHOCTH
MEepPCOHANBHBIX JAHHBIX, 00pabaThIBa€MbIX B HH(OPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX
naHHbIX, yTB. 3aM. qupekrtopa ®CTIK Poccun 15.02.08 r. (JACII)

8 bazoBass Mojenp yrpo3 O€30MacCHOCTH TEPCOHAIBHBIX JAHHBIX TMPH HUX 00paboTKe B
MH(POPMAITMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX, yTB. 3aMm. aupektopa ®CTIK Poccum
15.02.08 r.

9 Metoauka onpeiesieH!s] aKTyaJIbHBIX yrpo3 0€30MacHOCTH NEPCOHANBHBIX JAHHBIX IIPU UX
00paboTke B HMH(POPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JAHHBIX, YTB. 3aM. IHUPEKTOpa
OCTOIK Poccun 15.02.08 r.
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Hpunoxenue 1

Ne [Inan - nepeyeHb TEXHUUECKUX MeponpusiTuii o odecneuennu 6ezonacHoctu MCIT K3 K2 K1
I B noxcucreme ynpapiieHus 10CTYIIOM:
PeanuzoBaTh naeHTH(PUKALNIO U IPOBEPKY MOIITUHHOCTH CYOBEKTOB JIOCTYIA TIPH
1 BXxo/i¢ B onepannoHuyo cuctemy UCII/{x mo maposato ycaoBHO-TTOCTOSIHHOTO + + +
JEHCTBUS, IJTMHOW HE MEHEE IECTH OYKBEHHO-IIM(POBBIX CHMBOJIOB;
PeanuzoBaTh ueHTHGUKALINIO TEPMUHATIOB, TEXHUUYECKUX cpeacTB 00paboTku I1/1H,
2 y350B UCIT/IH, KOMIOBIOTEPOB, KAHAJIOB CBS3M, BHEIIHUX ycTpoicTB MCIIIH mo ux - + +
JIOTUYECKUM UMEHaM (azipecam, HOMEpaMm);
3 Peanu3zoBaTh ueHTHHUKALUIO TPOrPaMM, TOMOB, KaTajioros, ¢ailyioB, 3anucei, i + +
MOJICH 3amuCcel IO UMEHaM;
4 Peanu3oBaTh KOHTPOJIb AOCTYIA CYOBEKTOB K 3aIMIIAEMBIM PECYPCaM B + +
COOTBETCTBUU C MATPHIIEH OCTYTIa;
npu Hamumanu o akoueHus UCIIIH k ceTsM 001m1ero mojas30BaHus T0DKHO He amxe 5-ro He amxe 4-to He nuxe 3-ro
5 MIPUMEHSTHCS MEKCETEBOE IKPAaHUPOBAHHE. YPOBHS YPOBHS YPOBHS
3aMIUIIEHHOCTH 3aIIUIIEHHOCTH 3aIUIIEHHOCTH
Jlns obecrieueHns 6e30mmacHoro MexcereBoro B3anmoaeicTsus B UCIx mis He mmxe 5-ro He mmxe 4-ro He auxe 3-ro
6 Pa3HbIX KJIACCOB HEOOXOIMMO HCIONB30BaTh MO YPOBHS YPOBHS YpOBHSA
3alIUIICHHOCTH | 3aIIMIIEHHOCTH | 3aIUIIEHHOCTH

CpencTBo 3aluThl OT TPOrpaMMHO MaTeMaTH4YecKux Bo3aeicTeuii (IIMB):
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Peanu3oBaTh HACHTU(UKAIUIO M ayTEHTU(PUKALNIO CYyObEKTOB JOCTYIIA IPU BXOJE B
CPEICTBO 3alLUThI OT IPOrpaMMHO MaTemaTuueckux Bosaeicteuil (IIMB) u nepen
BBITIOJTHEHUEM UMHU JIFOOBIX OTIepanuii 0 YIpaBiIeHUIO QYHKIUAMU CPEACTBA
3amuThl oT [IMB 1o nmapoJito (W11 ¢ UCHOJIB30BaHUEM MHOTO MEXaHU3Ma
ayTeHTU(UKAINH) YCIOBHO-TIOCTOSIHHOTO JICHCTBHSA JUTMHOW HE MEHEe MIECTH
OYKBEHHO-ITU(POBBIX CHUMBOJIOB;

OcymiecTBIATh KOHTPOJIb JIFOOBIX AEUCTBUN CyOBEKTOB IOCTYIA MO YIPABICHUIO
¢byHKIMAME cpeacTBa 3amuThl oT [IIMB TonbKO Mociie npoBeneHus ero ycnemHon
ayTeHTU(PUKALINUH,

[IpenycmoTpeTh MeXaHU3MBbI OJIOKMPOBAHUS JIOCTyIAa K CpeAcTBam 3amuThl ot [IMB
TP BBINIOJIHEHWH YCTAHABIMBAEMOI'O YMCIIA HEYJAaYHBIX IOMBITOK BBOJIA MTAPOJI;

Heo6xoumo npoBoauTh uaeHTHGUKaLKIO (DaiiaoB, KaTaaoroB, IpOrpaMMHBIX
MO/TyJIEW, BHEIIHUX YCTPOMCTB, UCOJIb3YEMBbIX CpeICTB 3amuThl OT [IMB;

B nozacucreme peructpanuu u yuera:

OcymecTBIATh perucTpaIuio Bxoaa (BeIXo1a) CyObeKTa IOCTyIa B cUcTeMy (U3
CUCTEMBI ), THO0 PErUCTPALUIO 3arPy3KU U HHUIMAIN3AIUH ONIEPAllMOHHON CUCTEMBI
U ee MporpaMMHOI0 OCTaHOBA. Perucrpanys BbIXo/1a U3 CUCTEMBI UM OCTAHOBA HE
MPOBOJUTCS B MOMEHTHI annaparypHoro otkiatouenuss UCII{x. B nmapamerpax
perucTpaluu yKa3blBaloTCs AaTa U BpeMs BXoJa (BbIX0/1a) CyObeKTa JOCTyIa B
cucTeMy (M3 CUCTEMBI) UJTK 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[IpoBOANTH y4€T BCEX 3alIMINAEMbIX HOCHTEEH HH(OPMAITUHU C TIOMOIIBIO UX JTFOO0M
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B XKypHaI (YUYETHYIO KAPTOUKY);
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[TpoBOANTE pETUCTPAIMIO BXO1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJACTBO 3ALIUTHI OT
IIMB, perucrpanuro 3arpy3ku 1 HHULMAINA3ALUHU 9TOTO CPENCTBA U €€
IIPOrPaMMHOTI'0 OCTaHOBA. B mapameTpax perucrpanuu yka3blBaeTCs BpeMs U J1aTa
BXOJIa/BBIX0/Ia CyOBEKTa I0CTYIA B CPeACTBO 3amuThl oT [IMB nm
3arpy3Kn/0CTaHOBa 3TOTO CPEJICTBA, a TAKKE NACHTH(UKATOP CyObeKTa 0CTyna,
VHHALIMMPOBABIIEIO TaHHBIE ICUCTBUS;

[IpoBoauTh perucrpanmio coobITui npoBepku 1 oOHapyxenust [IMB. B mapamerpax
perucTpaiuy yKa3bIlBaloTCs BpeMs U JlaTa MpoBepkH uiu ooHapyxenus [IMB,
UJEHTU(PUKATOP CYOBEKTa JOCTYNAa, NHULMUPOBABLIETO JaHHbIE IEUCTBUS, XapaKTep
BBITIOJTHSIEMBIX JCHCTBUIN 1O TIPOBEPKE, THUIT 0OHAPY>KEHHOU BPETIOHOCHOM
nporpammsl (BII), pesynbrar aeiicTBuii cpeacTsa 3amuThl 1o Onokuposanuto [IMB;

[TpoBOANTH perucTpamio COOBITHI IO BHEAPEHHUIO B CPEICTBO 3amuThl oT [IMB
MakeToB OOHOBJIEHUH. B mapameTpax perucrpanun yKa3bplBarOTCS BpeMsl U JlaTa
0OHOBIICHHUS, UJCHTU(DUKATOP CyOBEKTA TOCTYIA, HHUIIMUPOBABIIIETO JTAHHOE
JEHCTBUE BEPCUsI U KOHTPOJIbHAS CyMMa IaKeTa OOHOBJICHUS,

[IpoBOANTH perucTpamio COOBITUH 3aITyCcKa/3aBepIeHUsT pab0ThI MOTyJIEH CpeIcTBa
3amuTel oT [IMB. B mapameTpax peructpanuu yka3zblBaroTCs BpEMsI U 1aTa
3amycKa/3aBepiieHus padoThl, HACHTH(PUKATOP MO, HACHTU(UKATOP CyOBeKTa
J0CTyIa, UHUIIUUPOBABIIETO JIaHHOE JICHCTBUE, PE3YAbTAT 3aIyCcKa/3aBepIIeHuUs
paboTHI;

JIOJI’KHA MTPOBOIUTHCS pEerucTpalysi COOBITUI YIIPaBIeHUs CYObEKTOM J0CTyIa
¢byHkusamMu cpeactaa 3amuThl oT [IMB. B napamerpax peructpaiuu yKa3blBatoTcs
BpEMsI U J1aTa COOBITUS YIIPaBICHUS KXo QyHKIIMEH, uIeHTUDUKATOP U
cnenudukanus GyHKIUH, UISHTUPUKATOP CYyObEKTa T0CTya, MHUIIMAPOBABILIETO
JTaHHOE JIeMCTBHE, pe3ybTaT IeHCTBUS;
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IIpoBoauTH perucTpanuio COObITUIN MOMBITOK JOCTYyIa IPOTrPAMMHBIX CPEJCTB K
MOJIyJsAM cpeacTBa 3amuThl oT [IMB win criennansHbeIM JtoByIIKaM. B mapamerpax
peruCTpaIiy yKa3bIBAIOTCS BPEMS U JIaTa MOMBITKA JOCTYIA, HACHTU(PHKATOP
MOMYJISA, UACHTH(GHUKATOP U crienuUKammsi MOAYJIS cpecTBa 3amuTtel oT [IMB
(ciennanbHOM JIOBYILIKH), PE3YJIbTAT MOIBITKH JIOCTYIIA;

[IpoBoauTH perucTpainmio coObITUI OTKaTa s cpeacTra 3anuTel oT [IMB. B
napaMmeTpax perucTpalii yKa3blBarOTCs BpeMsl U JjaTa COOBITHS OTKarTa,
crenuguKanus AeCTBUM OTKaTa, HACHTUPUKATOP CyObEeKTa I0CTyIa,
VHHULMMPOBABILIETO TAHHOE JIEUCTBUE, pE3yibTaT IEUCTBUS;

10

ObecrneunTsb 3alUTY JAHHBIX PETUCTPAIMK OT UX YHUUTOXEHUS UM MOIU(UKALUN
HapyluTeIeM;

11

Peamm3oBaTh MeXaHU3MBI COXpaHCHUA JaHHBIX PErUCTpaluu B CIIydac COKpallCHUA
OTBCJACHHBIX IO HUX PECYPCOB;

12

Peanm3oBaTh MeXaHU3MBI TPOCMOTPA U aHAJIHM3a JAHHBIX PETHCTPALUU H UX
(dbunpTpaIuu 1o 3aJaHHOMY HaObOpy MapaMeTpoB;

13

[TpoBOANTH aBTOMATHYECKUI HEMPEPHIBHBIIT MOHUTOPUHT COOBITHI, KOTOPHIE MOTYT
SIBJATHCS pUanHOU peanu3anuu [IMB (co3manue, perakTupoBaHHE, 3aMUCh,
KOMITWJISIUS 00BbEKTOB, KOTOpBIe MOTYT cojepskath BII).

14

Peamm3oBaTh MexaHNU3M aBTOMATHYSCKOI'O aHAJIN3a JaHHBIX PETUCTpALlUU 110
rabJIoOHaM THIIOBBIX HpOHBJ’IeHI/Iﬁ IIMB ¢ aBTOMaTH4ECKHUM UX 6J'IOKI/IpOBaHI/IeM u
YBECAOMIICHUEM aAMHUHUCTPATOPA 6630HaCHOCTI/I;

15

[TpoBOAUTE HECKOJILKO BHIOB yueTa (AyOIHPYIOIINX) C PETUCTPAIIUEH BbIIaun
(mpuema) HocuTenel nHpOopMaITUH;

16

OcyIiecTBIATh PETUCTPAIINIO BXOAA (BbIX0/1a) CYOBEKTOB JIOCTYIA B CHCTEMY (U3
CUCTEMBI ), THOO PErUcTpallvs 3arpy3Kd U WHUIMATU3ALUN OTIEPAIMIOHHON CUCTEMBI.
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17

OcCyIecTBIATh PErUCTPALMIO BbIIAUX MEYATHHIX (TpagHuUuecKnx) TOKYMEHTOB Ha
«TBEpAYIO» KOIHIO. B mapaMerpax peructpanuy ykas3blBatoTcs (JaTa U Bpems
BbI1auX (0OpaIIeHus K MOACUCTEME BBIBOA), CIIEHM(UKAIHS YCTPOWCTBA BBIAAYHN —
JoTu4YecKoe uMs (HOMEep) BHELIHETO YCTPOICTBA, KPaTKOE COJEpKAHUE
(HauMeHOBaHUe, BUJ, MH(}P, KOI) M YPOBEHb KOHPHUACHIINATHLHOCTH IOKYMEHTA,
UACHTU(PHUKATOP CyObEKTa JOCTYIA, 3aIPOCUBIIETO JOKYMEHT;

18

OcymiecTBIATh pEruCTpalyio 3amycka (3aBeplIeHHs ) IPOrpaMM U IPOLIECCOB
(3amanuit, 3a/1a4), MpeIHa3HAUYEHHBIX sl 00pabOoTKH 3anuiiaemMeix ¢aiaos. B
napamMeTpax perucTpaiyy yKa3bIBAIOTCS JaTa U BpeMsl 3aIyCKa, HMs
(mperTHdUKATOP) MPOTPpaMMEI (TIpoIecca, 3aJaHus ), HACHTU(PUKATOP CYObEeKTa
JI0CTYTIa, 3alIPOCUBILIETO MTPOrpaMMy (IIpoliece, 3a/1aHue), pe3ysbTaT 3amycKa
(ycnemHbIi, HeyCIeUTHbI — HECAaHKIITMOHUPOBAHHBIH ),

19

OcCymiecTBIATh PETUCTPALIHMIO MONBITOK JOCTYIA IPOrPaMMHBIX CPEICTB (Mporpamm,
MIPOIIECCOB, 3a/1a4, 3a/IaHWi ) K 3ammiaeMbiM (aiimam. B mapamerpax perucrpanuu
YKa3bIBAIOTCSA JaTa U BPeMsl TIOIBITKH JIOCTYIIA K 3aluiaeMomMy (aiiny ¢ ykazaHHeM
ee pe3ynbrara (ycIenHas, HeyCcrelnrHas — HeCaHKIIMOHUPOBAHHAs), HACHTH(PUKATOP
cyOBeKTa IoCTyMa, crienuguKanms 3anmiaemMoro Qaiiia;

20

OcymiecTBIATh PETUCTPALMIO MOMBITOK JOCTYIA MPOTPAMMHBIX CPEJICTB K
CJIEYIOIIUM JIOTIOTHUTEIBHBIM 3alUIIaeMbIM 00bEKTaM JO0CTYIa: TEPMHUHAJIAM,
kommbioTepam, y3nam cetu UCIIIH, muHusM (KaHaJIaM) CBSI3U, BHEITHUM
yCTpOICTBaM KOMITbIOTEPOB, POrpaMMamM, ToMaM, Katajoram, (aiiaam, 3anucsm,
MoJIsIM 3anuceil. B mapaMerpax perucTpaluu yKa3blBaroTCs 1aTa U BpeMs OTBITKU
JIOCTYTIa K 3alllUIIaeMOMYy OOBEKTY C YKa3aHHeM €€ pe3yibTaTa (ycreurHas,
HeyCIenIHas — HeCaHKIMOHUPOBaHHas ), UACHTU(PUKATOP CyObeKTa JOCTYIIA,
cnenu@uKaInys 3amInaeMoro 00beKTa — JIOTHIECKOe UMsI (HOMeEp);

21

HpOBOI[I/ITB Y4YET BCEX 3alIUIIACMbIX HOCHUTENCH I/IH(bOpMaLII/II/I C IIOMOIIBIO UX
MapKHUPOBKH U C 3aHCCCHUEM YUCTHBIX NAHHBIX B )KYpHaJI (y‘ICTHYIO KapTO‘{KY);
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22

Ocy1iecTBIATh OYUCTKY (0OHYIIeHHE, 00e3IMYMBaHIE) 0CBOOOKIAEMBIX 00IacTeit
OTICPATUBHOW MaMsATH KOMIBIOTEPOB U BHEIIHUX HakomuTeneil. OuucTka
OCYIIECTBISIETCS OJHOKPATHON MPOHU3BOIBHOM 3aMKCHI0 B 0CBOOOKIaEMYIO 001acTh
MaMSATH, paHee UCIIOJIH30BAHHYIO JUIsl XPAHEHUS 3aIIUIIAeMbIX TaHHBIX ((aiiios,
nH(pOpMAIIHN);

B noacucreme obecredeHus 1eIOCTHOCTH

ObecneynTsb 1IETOCTHOCTh MPOrpaMMHBIX CpeICTB 3auThl B coctase C3I1/1H, a
TaK)K€ HEM3MEHHOCTb MTPOrpaMMHOM cpeabl. [Ipy 3TOM 11eI0CTHOCTh CPECTB 3alIUThI
IIPOBEPSIETCS MPHU 3arpy3Ke CUCTEMBI 110 HAJTMUUIO UMEH (MIeHTU(UKATOPOB)
koMroHeHT C3I1/IH, eaocTHOCTh MPOrpaMMHOM cpejibl 00ecrieunBaeTcs
orcyrctBueM B ICIT/IH cpencTB pa3paboTKH U OTJIAAKU IPOrpaMM;

OcymectBiarh puznueckyto oxpany UCII/IH (ycTpoiicTB 1 HOcuTenei
nH(popMaIun), mpeaycMaTpuBaroiias KOHTpoIb goctymna B momemenus UCIIa
MTOCTOPOHHUX JIUI], HAJTMYKE HAICKHBIX MPENSTCTBUI 17151 HECAHKIIMOHUPOBAHHOTO
nporukHoBeHus B omenienust UCII/IH u Xxpanumnwuine HocuTeneil nHdopMaIu;

[TpoBoauTs mepuoanueckoe TectupoBanue Gpynkunii C3I1/IH npu n3mMeHeHUn
nporpamMmMHoi cpenbl 1 iepcoHana MCII{H ¢ moMonpio TECT-MPOTrpamm,
umutupyromux nonsitku HC/I;

JIOJDKHBI OBITH B HATM4KMK cpeacTBa BocctanoBiaeHus C3I1/IH, mpemycmarpuBaromnue
BEJICHUE JIBYX KOTIMH IIPOrPaMMHBIX CPEJICTB 3aIIUThl HH()OpMAITUH, UX
MePUOANIECKOE OOHOBJICHHE U KOHTPOJIb pab0OTOCIIOCOOHOCTH;

[IpoBOANTH MPOBEPKY LIEIOCTHOCTU MOJYJIeH cpeacTBa 3amuTsl ot [IMB,
HEOOXOIUMBIX JJISl €r0 KOPPEKTHOTO (PYHKIIMOHUPOBAHUS, IPU €T0 3aTPYy3KE C
HCIIO0JIb30BAHUEM KOHTPOJIbHBIX CYMM;

O0ecneynTh BO3MOKHOCTb BOCCTAHOBJICHHUS CpeacTBa 3alllMThI OT HMB,
npeaycMmarpuBaromas BEACHUEC IBYX KOITHH IpoOrpaMMHOTO CPpEACTB 3alIUTEI, €0
MEpUOAUICCKOC OOHOBIICHHE U KOHTPOJIb pa6OTOCHOCO6HOCTI/I;
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7 Peann3oBaTh MEXaHU3MBI IPOBEPKH LIETOCTHOCTH AKETOB OOHOBIICHH CPEACTBA N N N
3amuTsl oT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;

3 [TpoBouTh pezepBHOE KonupoBanue [1/lH Ha oTUy)TaeMble HOCUTETH HHPOPMAIIHH; N N

\Y B noacucreme aHTUBHPYCHOM 3aIlIUTHI:
[IpoBoauThs aBTOMAaTHYECKYIO MPOBEPKY Ha Hanuuue BII wnu nocneacreuii [IMB

1 npu umnopre B UCII/IH Bcex mporpaMMHBIX Moyl (IPUKIIAJHBIX IPOTPAMM), + + +
KOTOpbIe MOTYT cofepxaTh BII, Mo uX TUNOBBIM 11a0JIOHAM U C IIOMOIIBIO
IBPUCTUYECKOTO aHAIIN3A;

) PeanuzoBaTh MeXaHM3MbI aBTOMAaTHYECKOTO OJIOKHpOBaHUs 00HapykeHHbIX BII N N N
MyTeM UX YAaJE€HUS U3 MPOrpPaMMHBIX MOJIyJEH WM YHUUYTOKEHUS;

3 PerynsipHo BeINOIHATH (IIpH nepBoM 3amycke cpeacTs 3aumThl [1J{n ot [IMB u ¢ N N N
yCTaHaBJIWBAEMOW MMEPUOANIHOCTHIO) TPOBEPKA HA TIpeIMeT Hamn4us B HUX BII;
JomkHa nHUIIMUpOBaThCs aBToMatndeckas nposepka UCII/In Ha npeaMeT Hanuuus

4 + + +
BII npu BeisiBnennn ¢akra [IMB;
Peanu3oBaTh MexaHU3M OTKaTa JUIsl yCTAaHABIMBAEMOIO YKCIIA ONepaluid yAAICHUS

5 BII u3 onepatuBHOM WJIK MOCTOSIHHOW MAMSITH, U3 MPOrPAMMHBIX MOIYJIEH U + + +
MPUKIIAJHBIX TPOrpaMM WM MPOTPAMMHBIX CPEACTB, coaepxamux BIL.

5 Hononautensno B UCIIJIH nomkeH npoBOAUTHCS HEMPEPHIBHBINA aBTOMATHYECKHI + + +
MOHHUTOPHUHT HHGOPMAITMOHHOTO OOMEHA ¢ BHEILIHEH CEThIO ¢ 1eNblo BhisiBiieHus BIIL.

Vi Kontponas orcyrcteus H/B B I10 C3U1
J1jis mporpaMMHOTO 0OeCTIeueH s, UCIIOIb3yeMOT0 IPH 3aluTe HHPOpMAIUH B

1 NCTIn (cpeacts 3amutsl unopmanmu — C3U, B ToM uncie 1 BCTPOSHHBIX B + + +
o0I1ecuCTeMHOE U MPUKIaJHOE TporpaMMHoe obecniedenue — [10), nomkeH ObITh
o0ecreyeH COOTBETCTBYIONUI YpOBEHb KOHTpoJIs oTcyTcTBHsI B HeM HJIB (ue
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JIEKJIApUPOBAHHBIX BO3MOKHOCTEM).

VIl

Ob6napyxenue sropxkennit B UCIT/Ix

OObHapyxeHue BTOPKEHUH JOJHKHO 00eCeunBaThCs IMyTEM MCI0JIb30BAHUS B
coctaBe MCIIJIH mporpaMMHBIX WJIM IPOrpaMMHO-aINapaTHBIX CPENICTB (CUCTEM)
oOHapyxeHus sropxkeruii (COB).

Heo0xoanmo 00s3aTenbHOE HCIOIB30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbBIE METO/Ibl aHAIH3a

Heo0xoanmo 006s3aTenbHOe CIOIb30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTak,
HCIOJIb3YIOUINE CUTHATYPHbIE METO/IbI aHAIM3a U METO/IbI BBISBIICHUS aHOMaJIH

VIl

3ammuTta UCIIdu ot IDMHWH

Jlnst oO6paboTku nHGOpManuu HeoOxoaumo ucnosib3zoBaTh CBT, ynoBierBopstomue
TpeboBaHusAM cTaHIapToB Poccuiickoit deneparuu 1mo 3JeKTpOMarHuTHOM
COBMECTUMOCTH, 10 0€30MaCHOCTH M 3PTOHOMHUYECKUM TPeOOBaHUSIM K CpeACTBaM
0TOOpaxkeHUs1 HHPOPMAIMH, TI0O CAHUTAPHBIM HOPMaM, MPEIbSIBISIEMbIM K
BHICOTUCIUICHHBIM TepMuHaiaM [I9BM (manpumep, [OCT 29216 91, TOCT P
50948-2001, TTOCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus MCII/IH TpeboBanmsam 6e3omacuoctu [1/]x

[IpoBectu 00s3aTeNnbHYIO CePTUPHKAIUIO (ATTECTALMIO) IO TPEOOBAHUSAM
0e301acHOCTH HH(POPMAIIHH;

JlekaapupoBaTh COOTBETCTBHE MM 0053aTEIbHYIO CePTUPHUKALUIO (ATTECTALUIO) IO
TpeGoBaHMAM 06€30IaCHOCTH MHPOPMALIUH (IO PELICHUIO OTlepaTopa);
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[Tpumeuanue: s UCITIn 4 knacca nepeueHb MeponpusaTiii o 3ammure [1/[H onpenensercs B 3aBUCUMOCTH OT yiiep0a KOTOPBI MOKET OBITh

HAaHCCCH B CJICACTBMU HCCAHKIIMOHHUPOBAHHOI'O UJIKM HCIIPCAHAMCPCHHOT'O NOCTYyIIa K HI[H

CornacoBaHo:
3aBeyroInii X035HCTBOM KyxeBatoBa O.B
CTapIINi BOCIIUTATEIh Kusazesa C.H
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JIncr o3nakomienus ¢ IlonnTukoi nHpoOpManoHHOH 0e30macHOCTH

Ne 1017 (0) Jo/kHOCTH Hara Hommuc
n/n b
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