NHdopMaLms 06 OCHOBHbIX BMaX MOLLEHHMNYECTBA

B HacToAwee Bpemsi Haubonee pacrnpocTpaHEHHbIM CMNOCOG0OM COBepLUEHNUS
NPecTynneHnin B AaHHON cepe ABNAETCA XMLieHWe ¢ 6aHKOBCKMX KapT rpaxpaH,
Korga 310yMbIW/IEHHUKN N0 TenehoHy NPeACTaBNsATCA COTPYAHMKAMU CNyxX6
6e30MacHOCTM pas3/InyHbIX GAHKOB W MNOJ PasIUYHbIMU MpeasoraMyM MnoayyarT oOT
noTepnesLINX HoMep 6aHKOBCKOe KapTbl, kog CW (3 undpbl Ha 06paTHON CTOPOHE
KapTbl), a Takxe naponn, npuxogmsline no SMS, Heobxogumble Ans MNpoBefeHUs
(hMHaAHCOBbLIX Onepauui.

3auvacTyto noTepneslIVe, HaxoAACb MOA BAWAHWEM MOLUEHHWKOB, Camu
CHMMAlOT [eHbrM, B TOM 4uMc/e 0OpMAAIOT Ha cebsi KpeauTbl, U NepeBoaaT UX Ha
abOHEHTCKME HOMepa UK CYeTa, YKa3aHHbIe 3/10YMbILLNEHHUKAMM,

TakXe 3/10YMbILWAEHHUKN MOTYT COOOLWNUTb MOTEpneBLUMM O He06X0AMMOCTH
YCTaHOBMIEHMS Ha CMapT(OH, KOMMbIOTEP WAWM MMAHLLIET Pas3/IMyHbIX MNpPOrpaMm
(«Anydesk», «Quick support», «Teamviever» 1 ap.), Bblgasasa uUx, B TOM 4ucre, 3a
aHTUBUPYCHbIE, MNO3BOMIAIOWMX MOLUEHHUKAM [AMCTAHUMOHHO, T.e. YAa/IeHHbIM
[JOCTYMNOM, YNpaBnsiTb CMapTPOHOM, HOYTOYKOM WM NaHWETOM W, Kak CNneficTBUE,
OCYLLEeCTBMIATbL OHMaiH MepeBoAbl OT WMEHW MOTEPneBWNX Yepe3 KX JINYHBINA
KabuHeT.

B xofe TeneOHHbIX pPa3roBOPOB MOLUEHHUKM MOTYT COOOWMTL Balu
nepcoHanbHble AaHHble: VO, faty poxaeHus, NacnopTHble AaHHble, a TaKXKe Aaxe
nocnefHue onepayum no Bawmm cyetaM. Kpome TOro, npecTynHWKW, MCMOMb3ys
BO3MOXHOCTW IP-TenethoHUM, MOryT OCYLLECTBAATb 3BOHKN C aBOHEHTCKMX HOMEPOB,
CXOXUX WAN  UAEHTUYHBIX O(uUuUMaibHbIM HOMepaMm 6aHKOB, YKa3aHHbIM Ha
00OpPOTHO CTOPOHE KapT, WM MPaBOOXPaHWUTENbHbIX OPraHoB, B TOM 4uUChe
nonmumn.

UT006bI He CTaTb XXepTBOW NOAOOHbLIX MPECTYN/IEHNA HEOOXOANMO MOMHUTb, YTO
HacTosLMe COTPYAHMKM 6GaHKOB HMKOrfga He 3BOHAT K/AWEHTaM W He npocAaTt
COOOLWNTL UM KaKyr-1nmbo WHHOPMAaLMIO, KacatoLlytocs KakK WX MepCoHasbHbIX
[aHHbIX, TaK N 6aHKOBCKOW KapTbl. HX Npu Kaknx 06CTOATENbCTBAX He pasrnaluaiiTe
HWKOMY, BK/OYas COTPYAHMKOB 6aHKOB, Napoin Ha nNpoBefAeHMe onepauuii. Maponb
0N BXoga B cucteMy «baHk OHnailH» 3TO Bawla NnM4YyHas KOH(UAeHUManbHas
nHhopmaums. Takxke, He B KOEM C/lyyae He CTOMT ycTaHaB/iMBaTb MO Npocbbe
HEN3BECTHbIX UL, KaKue-nmbo NpunoXeHns (NporpaMmbl).

VHble crnocobbl MOLIEHHUYECTBA, COBEPLUEHHbIE ANCTaHLNUOHHBIM CNOCOBOM.

C ucnonb3oBaHWeM CeTu VIHTepHeT:

L MyTtem nonyyeHunsa npegonnatbl B pasmepe Ao 100% 3a ToBap wanm ycnyry c
MOMOLLbIO CO3[aHNS «OAHOAHEBHbIX» WHTEPHET-MarasMHOB N CaiiTOB-A4BOWHMKOB; C
Mcronb3oBaHNWemMm WHTepHeT-NNOWAA0K MO MpofjaXke TOBapoB W ycnyr (canTsl
«ABUTO», «KOna» 1 [p.); B coumanbHbIX ceTax «B KoHTakTe», «OQHOKNACCHUKU» U
T.4.

Mpexnae yem 3akasaTb ToBap B VIHTepHeTe MOuYMTaiTe OT3bIBbl Ha pPasHbIX
caTax O [AHHOM WHTepPHeT-mMarasvHe WM BUPTYyaslbHOM NpoAaBLle, B Cydvae
HaNM4MsA Bbl cpasy 0OHapyXuTe OTpuLATE/IbHbIE OT3bIBbl, OTCYTCTBME OT3bIBOB O
BblOpaHHOM BaMW WHTEPHeT-MarasvHe TOBOPUT O KOPOTKOM Mepuoge ero
CyLLEeCTBOBaHMS.

BHuUMaTenbHO umnTalite HasBaHMsi IHTepHEeT-MarasvmHa uam opraHmsaymm rae Bbl



nnaHupyeTe NprobpecTy Kakne-nnbo ToBapbl, B TOM YMC/ie NMOKYMNKa 6U1eToB Ha BCe
BUAbI TpaHCMopTa, oniara ycnyr n Kpegutos. Tem cambiM Bbl n36exuTe canToB-
KnoHoB. CTapaiTecb m3beratb MOKYrMKy ToBapa no npegonnare. Ecnm yeHa Tosapa
ropasfo HWKe LeHbl B 00bIYHbIX PO3HUYHbLIX MarasuHax, Tak U B ApYrux UHTEPHET-
marasvHax, Mbo Ha pblHKe B LEeNoM (Hanpumep, Npu npofaxe aBTOMAaLUMHbLI MO
3aHVKEHHOWN CTOMMOCTW), 3TO NOBOJ, HACTOPOXMUTBLCA.

2 TlyTtem nonydeHus mHGopmauuy OT nuua, pasMecTUBLUEro 06bsBIEHWE O
Npofaxe Kakoro-nMb6o ToBapa, O MOJIHbIX PEKBM3UTaxX ero 6aHKOBCKOM KapThbl
(Homep, CpOK fencTBuUSA, AaHHble gepxxatens, CVC-kof), AK0oObl, C Leflbi0 BHECEHUS
npegonnartbl, C MOCNefylowmM XULWEHWEM C Hee [EeHEeXHbIX CPeAcTB, MCMOoMb3ys
MoNyYeHHble JaHHbIE.

He coobuwainte Hen3BeCTHOMY KaKyto-1Mbo WHMOpMauuio, KacaroLlytocs
6aHKOBCKOW KapThbl - AN OCYLLECTB/IEHUS MepeBoja TpebyeTcs TO/IbKO HOMEP KapThbl,
NM60 npuBA3aHHbIA K Hel aBOHEHTCKNIA HOMeP. HU Npu Kaknx 06CTOATENbCTBAX He
coobLainTe Naposiv Ha NposefeHne onepayuid. MNaponb 4ns BXofa B cUcTeMy «baHK
OHnaiH» 3TOo Balla IMYHas KOH(MAeHUanbHas nHhopmMaums.

2 C ncrnonb3oBaHMEM CCbIIOK B CETU «V/IHTEpHET», MepeHanpaBNsoWMX Ha
«UnHroBble»  (NogaenbHble)  caiTbl,  NPefOCTaBNEHHbIX  MOLLUEHHUKaMK
MOTepreBLLMM MpPU Ornnate ToBapa, pasMeLleHHOro Ha canTtax «ABUTO», «HOna» u
APYrux, a Takxxe npv NoKynke /g n aBnabuneTos, 6UNETOB B KNHOTEATPbI.

He nepexogurte no npuciaHHbIM He3HAKOMbIMU fIULLAMU CCbI/IKaM W He BBOAMUTE
[aHHble CBOMX GAHKOBCKMX KapT.

4 B3nom cTpaHuy nosb3oBaTeneil B COUMaNbHbIX CeTAX, B OCHOBHOM
«BKOHTaKTe» U «OAHOKNACHUKWU», W PaccblfiKa COOOLEHNI «ApY3bAM» OT UMEHU
[AHHOr0 Nosib30BaTens ¢ NPOCLO0M OA0/MKUTL AEHEr, KOTOPble HY>XHO NepeBecTy Ha
yKaszaHHble abOHEHTCKMe HOMepa UM 6aHKOBCKME KapTbl.

Mpexkhe yem OCYLLECTBUTL MepeBOf MO3BOHWUTE CBOEMY ApYry, OT KOTOPOro
MPULLINO COOBLLEHME, M YTOUHUTE NH(OPMAaLMIO.

5. lMyTem nonyyYeHUs [eHEXHbIX CPeACcTB OT MOTepPneBWMX MpW, SKOOBI,
BHECEHUM CTaBOK Ha (POHAOBbLIX U MHBIX BUpXax.

Mpexpae 4Yem BHOCUTb [EHbIM MOYMTANTEe OT3bIBbl Ha Pa3/IMYHbLIX CailTax B
VHTepHeTe, y3HaiTe K FOPUCAUKLMN KAKON CTPaHbl OTHOCUTCA AeATENbHOCTb JaHHOW
opraHusaumu, a Takxxe 03HaKOMbTECb C NpaBuIamMmn 1N YCNOBUAMN ee LeATeNbHOCTH.

C wncnonb3oBaHWEM CPeACTB COTOBOW CBSA3W MyTeM COOOLLEHWA TpaXaaHam
3aBefJOMO /IOXKHOIN MH(hopMaLnK:

L O HapyweHun ux 6AN3KAMKM  POACTBEHHMKAMU  [eiCTBYIOLLErO
3akoHofdaTenbcTBa (cosepweHne ATI, NPUUMHEHME TENECHbIX MOBPEXAEHNNA,
XpaHeHne HapKOTUMKOB M T.M.), C LeMbl0 nepejayn MOTeprneBlWNMN [LEeHEXHbIX
CPeACTB yepe3 MOCPeAHMKOB, 60 NepeBof WX 4epe3 TepMUHabl onnaTbl ANS
paspeLleHns CMoXMBLUENCA cuTyauun. Mpu 3TOM MOLUEHHWKM CTaparTcs AepXkaTb
«KepTBY» BCerfa Ha CBf3W, C LENb0 WCK/OYEHUSA KaKuX-nnbo [enCTBUUA C ee
CTOPOHbI MO NPOBepKe MHpopMaLUN.

Heo6xo041MM0 nepe3BOHUTb HA M3BECTHbIE aOOHEHTCKME HOMepa LY, KOTOPbIM
NpeAcTaBnseTca 3/10YMbIWIEHHUK, MO0 POACTBEHHMKAM, C LE/bl0  BbIACHEHUS
[EeNCTBUTENBHOCTM MpoM3oLeawnx cobbiTuid. TONpocuTb 3BOHSALLEr0 HasBaTtb



Kakne-nnbo AaHHble 11ua, KoTopbiM OH npeactasnsetca (P.N.0., gata poxaeHwus,
MEeCTO XXWUTEeNbCTBA, AaHHble POACTBEHHNKOB, KaKne-nnmoo akTbl U3 XXM3HU 1 T.4.).

2 O BO3MOXHOCTU MOMYyYeHNS KOMMEHCaUuMnM 3a paHee MpPUOBPETEHHbIe
HeKayeCTBEHHble TOBapbl WAM OKa3aHHble YCAyru, [And 4Yero HeobxoAMmo
NepeyncInTL ONpPeaeneHHbIN NPOLEHT OT NosararoLWeincs CyMmbl.

CnegyeT 3HaTb, YTO pas3M4YHble KOMMEHCALMMK BbINAAYMBaKOTCA FpaXkaaHam
TO/IbKO NPU UX INYHOM NMUCbMEHHOM 06paLleHUM B COOTBETCTBYHOLLME OpraHu3aLnu.
Hwukakne NpoueHTbI 3a BbINIaTy KOMMEHCAL M He yrnayunBaroTCs.

2 $K06bl, M3 NOAUKANHUKMA UAK GONbHULbI, O TOM, 4YTO y Bac nnu y Bawimx
POACTBEHHNKOB OOHApPYXWW CTPallHbIA [AMarHo3, U 4to6bl BblNeUYNTb 60ME3Hb
Heob6Xo4MMO NepeBecTy [eHbIV 3a eKapcTBa.

Heob6x04MMO NMOMHWUTb, YTO HACTOALLMIA Bpady HUKOrga He GyaeT 3BOHUTbL Bam
Nno TeneoHy 1 coobLlaTh 0 «CTPALLHOM AMarHo3e» WanM NPOCUTb MePeBeCcTN AEHbIN
3a NeKapcTBea.

4 C npocbboil KynuTb MPOAYKTbI, CIUPTHOE, UBETbI U T.M., 4OCTaBUTb UX MO
YyKa3aHHOMY afipecy, a MonyTHO MEePeYncnTb [eHEXHble CPpeacTBa Ha TenegoH, ¢
3aBEpPEHMEM, YTO AEHLIN BEPHYT MO NPUOLITUIO Ha afpec 3aKa3umka.

Ecnn Bbl MCMOMHSETe Kakoe-nMbBO MopyyeHWe Mo TenedoHy, [AocTaBnseTe
3aKasbl, TO He cneayeT MNepeBOAUTb [AeHbIM Ha He3HaKoMble TenedOHbl, CHayana
[l0CTaBbTe TOBAP MO Ha3HAYeHUO U Ha MeCTe ONpPeaeIMTeCh C 3aKa3uMKOM.

Kpome AMCTaHUMOHHbLIX MOLUEHHWYECTB rpaXAaHe CTaHOBSATCS >XepTBamu W
KOHTaKTHbIX MOLUEHHMYECTB, COBEPLLEHHbLIX MOJ BUAOM COLManbHbIX PabOTHUKOB,
COTPYAHWKOB Pa3IMYHbIX opraHusauuii (ropras, ropceeT, [MeHCUOHHbIA (OHA,
MeAULMHCKNE PaboTHUKK 1 T.4.). MpeanoramMmy MoryT 6bITb: CPOUHbIA 0OMEH [eHer,
Han6aBKM K NeHcuW, NpoBepKa ra3oBoro WAM BOASHOrO 060pyA0BaHUs, nepepacyeT
KBapTnnatbl, MpeMuMn BeTepaHam, npodaxa BALOB, MeAWLUMHCKUX NPUOOPOB WK
APYTUX pa3NYHbIX TOBApOB MO /bFOTHbIM LUeHaM W T.A4. OCHOBHasd LUeNb
3M0YMbILLNIEHHWNKOB - Y3HaTb, € XPaHATCA AeHEXHble CPeACTBa «KepPTBbI», MOCne
4yero OTB/MIEYb €€ BHUMAHME W COBEPLUMTb MX XULEHMe. Takxe Npeanorom MoXet
ObITb ragaHue, CHATUE AKOObI HAIOXXEHHOW NOPYN, UCLENEHNE OT 3a601eBaHUA.

Kak NoHsATb 06MaH:

- 06 06MeHe AeHEeXHbIX CPeACTB WM NPOBEAEHUN KaKMX-TMO0 pedhopM 3apaHee
OyaeT coobuwaTtbes B pa3nnyHbix CMI (TenesnaeHne, pagmo, neyaTHble U3daHus), B
OTAeNeHNAX GaHKOB, YUPEXAEHUSX COLMNANbHON MOAUTUKN, MEHCMOHHOIO oHAa U
T.A.

- Y3HaTb, YTO 3a OpraHM3auuto NpeacTaBAAT NpuLIeALLIne U, NO3BOHMB Tyaa,
y3HaTb, €CTb /1N TaM TakKue COTPYAHWKM W NPOBOAMTCA NU 06X0[ AOMOB MO
0603Ha4YeHHOMY BOMPOCY; NOMPOCUTb NPeAbABUTL YA0CTOBEPEHNE;

- YBEAOMUTb POACTBEHHNKOB ()KenaTe/lbHO MOMPOCUTbL NOAbLEXATD);

- N03BaTb COCEAeNt;

- MO3BOHMUTb 3aKPEMIEHHOMY COLMaIbHOMY PaboTHUKY;

- He CTOMUT MNOoKynaTb Y HEM3BECTHbIX HUKAKMUX NEKAPCTBEHHbLIX MPenapaTos,
rasoaHanmM3aTopoB, CYETYMKOB, (UILTPOB ANA BOAbl, XO3AWCTBEHHbIX TOBApPOB,
MeANLUHCKNX NPprU6OopoB 1 T.N.



