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®EAEPANBHAS CNY>XBEA BE3ONACHOCTU POCCUACKOW ®EQEPALIUA

NMPUKA3
oT 10 nrona 2014 r. N 378

OB YTBEPXXOEHWN COCTABA U COAEPXAHUA
OPIrAHU3ALMOHHBLIX U TEXHUWYECKUX MEP NO OBECMNEYEHUIO
BE3OMNMACHOCTU NEPCOHAJIbHbIX OAHHBIX MPU UX OBPABOTKE
B MH®OPMALIMOHHbLIX CUCTEMAX NEPCOHAINBbHbLIX AAHHbIX
C UCNONb30OBAHUEM CPEACTB KPUNTOMPA®UYECKOW 3ALLMUTDI
NH®OPMALIMN, HEOBXOOUMbIX ONnA BbINMONMHEHUA YCTAHOBIEHHbIX
NMPABUTEJIbCTBOM POCCUNCKON ®EOEPALIUM TPEBOBAHUA K 3ALLUTE
NEPCOHAINbHBbIX AAHHbIX ANA KAXAOIo U3 YPOBHEN 3ALMLLEHHOCTU

B cootBetctBMM € uvacTbto 4 cTtaten 19 ®depepanbHoro 3akoHa oT 27 wmona 2006 r. N 152-03 "O
nepcoHanbHbIX AaHHbIX" <1> NpuKa3bIBalo:

<1> CobpaHue 3akoHogatenbctBa Poccuiickon ®epepauun, 2006, N 31 (4. 1), ct. 3451; 2009, N 48, cT.
5716; N 52 (4. 1), cT. 6439; 2010, N 27, cT. 3407; N 31, cT. 4173, cT. 4196; N 49, ct. 6409; N 52 (u. I), cT. 6974;
2011, N 23, cT. 3263; N 31, c1. 4701; 2013, N 14, cT. 1651; N 30 (u. I), c1. 4038.

yTBEpanTb npunaraemble CocTaB M cofep)XaHue OpraHuM3auMOHHBIX U TEXHUYECKNX Mep Nno obecneyeHuto
6e30nacHOCTN NepcoHarnbHbIX AaHHbLIX NPU NX 06paboTke B MHAOPMALNOHHBIX CUCTEMAaX NEPCOHAaNbHbIX AAHHbLIX C
NCNONb30BaHMEM CPeacTB  Kpuntorpaduyeckon 3aliuTbl  MHGOPMaUUK, HeOoOXoOAUMbIX AN BbIMNOSHEHMUS
yCTaHoOBMeHHbIX [lpaBuTenbctBom Poccuickon degepaumm TpeboBaHUM K 3aluTe NepCOHaribHbIX AaHHbIX Onsi
Kakgoro 13 ypoBHEN 3alUMLEeHHOCTH.

Ounpektop
A.BEOPTHMKOB

MpunoxeHne
K npukady ®Cb Poccum
ot 10 uonsa 2014 r. N 378

COCTAB U COOEP>XXAHUE
OPIrAHM3ALMOHHBIX U TEXHUWYECKUX MEP MO OBECNEYEHUIO
BE3OMNACHOCTU NEPCOHAIbHbLIX OAHHBIX NMPU UX OBPABOTKE
B MH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIIbHbIX OAHHbIX
C UCNONb30OBAHUEM CPEACTB KPUNTOMPA®UYECKOW 3ALLMUTDI
NHDOPMALIUU, HEOBXOAUMbBIX ONnA BbINMONMHEHUA YCTAHOBJIEHHbIX
NMPABUTENIbCTBOM POCCUNCKON ®EQEPALIUN TPEBEOBAHUW K 3ALLIUTE
NEPCOHANbHbIX JAHHBIX A1 KAXXAO0ro U3 YPOBHEW 3ALLUULWEHHOCTU

[. O6LKe nonoxeHus

1. HacTtosawmn OOKyMEHT onpegensieT coctaB M coaepkaHue OpraHuM3aLMOHHbIX U TEXHUYECKUX Mep Mo
obecneyeHnto 6e30MacHOCTM MNepcoHarnbHbIX AaHHbIX NpU uX 06paboTke B MHMOPMALMOHHBLIX CUCTeMax
nepcoHarnbHbIX AaHHbIX (danee - MHPOPMAaLMOHHAA CUCTeMa) C MCMONb30BaHMEM CPEACTB KpunTorpadguyeckon
3awutel nHdopmaumm (ganee - CK3W), HeobxooumbiX ANSA BbINOMIHEHWUS YCTAHOBMEHHbLIX [1paBUTENBLCTBOM
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Poccunckon ®enepaummn TpeboBaHUi k 3aLuTe NEPCOHANbHbLIX AaHHbLIX 4SS KAXO0ro M3 YPOBHEW 3aLLMLLEHHOCTH.

2. Hacrtoswun pokyMeHT npegHasHadyeH Ans onepaTopos, uvcnonb3ytowmx CK3U ana obecneyeHus
©e30nacHOCTU NepcoHanbHbIX AaHHbIX NPy X 06paboTke B MHPOPMALMOHHbBIX CUCTEMAX.

3. TpuMeHeHne OpraHM3auMOHHbIX W TEXHWYECKUX Mep, OMNpPedernieHHbIX B HACTOSLWEM [OKYMEHTE,
obecneunBaeT onepaTop € y4eToM TpebOoBaHUIM 3KCMnyaTaumMoHHbIX AOoKymeHToB Ha CK3W, ucnonb3yemble ons
obecneveHns 6e30nacHOCTM NepCoHanbHbIX AaHHbIX NP NX 06paboTke B MHOOPMALIMOHHBIX CUCTEMAX.

4. Oxcnnyataumss CK3W pormkHa oOCyLLEeCTBNSATLCA B COOTBETCTBMM C AokyMeHTaumen Ha CK3U un
TpeboBaHNsIMN, YCTAHOBITEHHBIMW B HAaCTOSILLEM OOKYMEHTE, a Takke B COOTBETCTBMM C UHBIMU HOPMAaTUBHbLIMMU
NpaBOBbIMW aKkTaMu, PErynmpyroLLMMMN OTHOLLEHMSI B COOTBETCTBYHOLLEN obnacTu.

II. CocTaB n cogepxaHne opraHM3auMOHHbIX
N TEXHUYECKMUX Mep, HEOOXOAUMbIX ANsi BbINOMHEHUS
ycTaHoBneHHbIX [paBuTtensctBom Poccuiickon ®epepavmu
TpeboBaHuin K 3aLUmMTe NepPcoHarnbHbIX AaHHbIX
ONs 4 ypoBHS 3aLMULLEHHOCTM

5. B cooTtBeTcTBMM C nyHKTOM 13 TpeboBaHui K 3allmMTe MNepcoHarbHbIX OAHHLIX Npu UXx obpaboTke B
MHOPMALIMOHHBIX CUCTEMax MEepPCOHarnbHbIX [AaHHbIX, YTBEPXOEHHbIX MocTaHoBneHnem [paBuTenbcTBa
Poccunckon ®egepauum ot 1 HoAbpa 2012 r. N 1119 <1> (gpanee - TpeboBaHus K 3awwMTe MNEepPCOHanbHbIX
OaHHbIX), Ans obecneyeHns 4 YypOBHA 3alUMULLEHHOCTM MEpCOHanbHbIX AaHHbIX npy ux obpaboTke B
MHGOPMALMOHHBIX CUCTEMaX HEOOXOAMMO BbINOMHEHUE creayoLwwmx TpeboBaHui:

<1> CobpaHue 3akoHogaTenbcTBa Poccuickon depepaunn, 2012, N 45, 6257.

a) opraHuzauusa pexuma obecrneyeHuss 6e30MacHOCTM  MOMELLEHUN, B  KOTOPbIX  pa3MelleHa
MHOPMALMOHHAs cucTeMa, MPensTCTBYIOWEro BO3MOXHOCTM  HEKOHTPOMNMPYEMOro MPOHUKHOBEHUSA UMK
npebblBaHNsA B 3TUX NOMELLEHUSX NUL, HE MMEeIOLLUX NpaBa A0CTyna B 9TU NOMELLEHUS;

6) obecneyveHne COXpaHHOCTW HOCUTENEN NepCoHanbHbIX AaHHbIX;

B) YTBEPXAEHNE PYKOBOAMTENEM onepaTopa JOKYMEHTa, onpeaenstolero nepedeHs nuu, AoCTYN KOTOPbIX K
nepcoHanbHbIM [aHHbIM, OoOpabaTbiBaeMbiM B MHOPMALMOHHON CUCTEME, HEOOXOOUM ANs BLINOMHEHUS UMW
cnyxebHbIX (TPyAoBbIX) 00A3aHHOCTEW;

r) WCNonb3oBaHWe CPEeACTB 3aluTbl WHGOPMaUMM, Mpowenwmnx npoueaypy OLEHKM COOTBETCTBUSA
TpeboBaHMsIM 3akoHodaTenbcTBa Poccuiickonn ®epepauumn B obnactn obecneyeHns 6esonacHocTn nHdopmMaumm,
B Crny4ae, Korga npuMeHeHne Taknx CpeacTB HeOOX0AMMO AN HEMTpanu3aunn akTyanbHbIX Yrpo3.

6. [Ona BbinonHeHus TpeboBaHMS, yka3aHHOrO B MNOAMYyHKTe "a" nyHkTa 5 HacToswero OOKYMEHTa,
HeobxogmMo obecnedeHne pexuma, NPensTCTBYIOWEro BO3MOXHOCTU HEKOHTPOMNMPYEMOro MPOHUKHOBEHUS Unn
npebbiBaHNss B MOMELLEHUNAX, rae pasmeweHbl ucnonbdyemble CK3WU, xpaHatca CK3UW u (mnn) Hocutenu
KnoyeBon, ayTeHTuduuupytowen n naponsHon nHdopmauun CK3U (ganee - MNomeleHns), nuy, He MMEIOLLMX
npasa goctyna B [lomeLleHns, KOTopoe OoCTUraeTcs nyTem:

a) ocHalleHus NomelleHnn BXOAHLIMU OBEPbMU C 3aMKamu, obecnedyeHns NOCTOAHHOMO 3aKpbITUS ABepen
[MoMelleHMn Ha 3aMOK U WX OTKPbITUS TOMbKO AN CaHKUMOHWPOBAHHOrO Mpoxoda, a Takke oneyaTbiBaHus
MomelleHMn no okoH4aHwum paboyero AHs unu obopyaoBaHve NoMeLLeHU COOTBETCTBYIOLUMMU TEXHUYECKUMMU
YCTPONCTBaMU, CUrHANMU3NpyoLWMMM O HECaHKLUMOHNPOBAHHOM BCKPbITUK MoMeLLeHui;

0) yTBepxaeHusa npasun goctyna B [NMomelleHns B paboyee M Hepaboyee Bpems, a TaKKe B HeELUTaTHbIX
cuUTyaumsx;

B) YTBEPXOEHMSA NEPEYHS NULL, MMEILLMX NpaBo AocTyna B [omeLleHus.

7. Ons BbINONHeHUs1 TpeboBaHWs, YKa3aHHOroO B nognyHkte "G" mnyHkTa 5 HacTosILLEro AOKYMEHTa,
Heobxoanmo:

a) OCyLecTBMAATb XpaHEHUWEe CbEeMHbIX MalUMHHBbIX HOCUTEeNen MepcoHanbHbIX AdaHHbIX B cendax
(meTannuyeckux wkadax), 060pyaoBaHHbIX BHYTPEHHUMU 3aMKamMu C ABYMSA Unv Bonee gybnukatamu Krodemn u
NPUCNOCOBNEeHNAMM ANS OneYaTbiBaHNSA 3aMOYHbIX CKBaXKWH UM KOAOBbLIMK 3amMKamu. B cnyvae ecnu Ha cbeMHOM
MaLLMHHOM HOCUTErne nepcoHaribHbIX AaHHbIX XPAHATCA TOMbKO NepcoHarnbHble aHHble B 3angpoBaHHOM C
ucnone3oBaHnem CK3W Buae, gonyckaeTcsa XpaHeHue Takux Hocutenen BHe cedoB (MeTannmyeckmx wkagos);

6) oOCywWecCTBNATL MO3K3EMMNMSAPHLIA YYeT MaLUMHHBLIX HOCUTENen nepcoHarnbHbIX AaHHbIX, KOTOpPbIN
OOCTUraeTcss MyTeM BeOEeHMs JXypHana YyyeTa HocuTenerh MepcoHanbHbIX [AaHHbIX C  WCMOMb30BaHWEM
PErMCTPaLMOHHBIX (3aBOACKNX) HOMEPOB.

8. [nsa BbiNOnMHeHWst TpeboBaHMSA, yKa3aHHOrO B MoAnyHKTe "B" MNyHKTA 5 HacTosALWEro [OKYMeHTa,
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HeobxoAMMo:

a) paspaboTaTtb 1 YTBEPAUTb LOKYMEHT, Onpeaensowuin nepeyeHb nuu, 4OCTYN KOTOPbIX K NepCOHarbHbIM
OaHHbIM, obpabaTtbiBaemMbiM B WH(OPMALMOHHOW cucTemMe, HeobxoauM [Ans BbIMNONIHEHWUS MMMU  CIYXeOHbIX
(TpyaoBbix) 0b6s13aHHOCTEN;

0) nogoepxmBaTb B akTyallbHOM COCTOSIHAM AOKYMEHT, ONpeaensoni nepeyeHb nuu, AOCTYN KOTOPbIX K
nepcoHanbHbIM [aHHbIM, oOpabaTbiBaeMbiM B MHOPMALMOHHON CUCTEME, HEOOXOoOUM ANS BbLINOMHEHUS UMK
cnyxebHbIX (TPyAoBbIX) 0693aHHOCTEN.

9. [nsa BbinonHeHuss TpeboBaHMs, YKa3aHHOrO B MOAMYHKTE "I MNyHKTa 5 HacTosiLLero [OOKyMeHTa,
HeoOXOOMMO [Ons  KaXZoro M3 YpOBHEM 3alULLIEHHOCTW MEepPCOHanbHbIX AaHHbIX npumeHeHne CK3U
COOTBETCTBYIOLLErO Kracca, No3sonsiowmnx obecneynsaTb 6€30MacHOCTb NePCOHarbHbIX AaHHbIX NPU peanusaumm
ueneHanpasneHHbIX OEWCTBUM C WCMOMb30BaHWEM annapaTtHbiX W (Mnn) NporpaMmHbIX CpPeacTB C  Lenbio
HapyLeHus 6e3onacHocTy 3awmaembix CK3W nepcoHanbHbIX 4aHHBIX UKW CO34aHWst YCNOBUIA Anis 3Toro (fanee
- aTaka), KoTopoe JOoCTUraeTcs NyTem:

a) Momny4vyeHust UCXOOHbIX AaHHbIX AN OPMUPOBAHUS COBOKYMHOCTM MPEeArnosfioKEHUA O BO3MOXHOCTSIX,
KOTOpble MOTYT MCMOJMb30BaTbCA NPY CO34aHNM CNocobOB, MOArOTOBKE M NPOBEAEHMUN aTak;

0) opmupoBaHMa W YTBEPXKOEHUS PYKOBOAMTENEM oOnepatopa COBOKYMHOCTM NPEAnoSyIoKEHUA O
BO3MOXHOCTSIX, KOTOpPble MOMyT MCMONb30BaTbCs MPU CO3OaHMM CnocoOoB, MOArOTOBKE M MPOBEAEHMM aTak, U
onpeaeneHne Ha 3TOW OCHOBE M C YY4ETOM TuMa akTyarnbHbIX yrpo3 Tpebyemoro knacca CK3U;

B) MCMONb30BaHUA Anis obecneyeHns Tpebyemoro ypoBHS 3alLMLLEHHOCTU MEepPCOHarnbHbIX OAHHBIX MPU KX
obpaboTke B MHdopmaumnoHHon cucteme CK3U knacca KC1 u Bbiwwe.

10. CK3WM knacca KC1 npumeHsitoTCa gnsi HEMTpanu3auum atak, npu co3gaHum crnocoboB, NMOArOTOBKE U
NPOBEAEHUN KOTOPbIX UCMOMb3YOTCH BO3MOXXHOCTU U3 YMCha CReayoLnX:

a) cosgaHme cnocoboB, MOArOTOBKA WM MpoBedeHWe aTak Ge3 npuBneveHust crneumanucTtoB B obnactm
pa3paboTku n aHannsa CK3WU;

©) cospgaHune cnocoboB, NOAroTOBKa M MPOBEAEHME aTak Ha PasnuuyHbiX 3Tanax >XM3HeHHoro uukna CK3U
<1>;

<1> K atanam >xu3HeHHoro umkna CK3WM oTHocATcs pa3paboTtka (MoaepHM3aumnsl) ykasaHHbIX CPeACcTB, WX
NPOV3BOACTBO, XpaHeHWe, TPaHCNOPTMPOBKA, BBOA, B 3KCMyaTauuto (MyckoHanago4Hble paboTbl), akcnnyartaums.

B) NpoBeAeHWe aTaku, HaxoAdsiCb BHE MPOCTPaHCTBA, B Npeaenax KOTOPOro OCYLUECTBSIETCS KOHTPOMb 3a
npebbiBaHNEM U OENCTBUAMM NUL, U (M) TPAHCMNOPTHBLIX CPEACTB (ganee - KOHTponMpyemas 3oHa) <1>;

<1> [paHuUEeNn KOHTPOSNIMPYEMOW 30Hbl MOFYT OblTb NEPUMETP OXPaHSEMOW TEeppUTOPUN MNpeanpuaTUs
(yypexaeHuns), orpaxparolme KOHCTPYKLUM OXPaHSeMOro 34aHusi, OXpaHseMOW 4acTu 34aHud, BblAerneHHOro
nomMeLleHus.

r) NpoBeAdeHne Ha atanax paspaboTku (MogepHM3aumm), NPOM3BOACTBA, XpaHeHus, TpaHcnopTuposkun CK3U
1 aTane BBoga B akcnnyataumtio CK3U (nyckoHanagoyHble paboThl) criegyrowmx aTak:

BHECEHNEe HeCaHKUMOHMPOBaHHbIX n3ameHeHu B CK3M 1 (Mnu) B KOMNOHEHTBLI annapaTHbIX 1 NPOorpamMMHbIX
CPEeAcCTB, COBMECTHO C KOTOpbIMM WTATHO (pyHKumoHmpytoT CK3U n B cOBOKYNHOCTU NpeacTasnsowmne cpeny
dyHkumoHnpoaHus CK3U (panee - CO), koTopble CNOCOOHBI NOBNUSATH Ha BbINONHEHNE NpeabsaBnsembix k CK3U
TpeboBaHuiA, B TOM YnCne C UCMONb30BaHMEM BPEAOHOCHbBIX Nporpamm;

BHECEHWE HEeCaHKUMOHMPOBAHHbIX U3MeHeHU B AokymeHTaumio Ha CK3W n komnoHeHTbl CP;

[) npoBefeHve atak Ha atane akcnnyaTtaunm CK3U Ha:

nepcoHanbHble AaHHbIE;

KINOYEBYH0, ayTEHTUDMLMPYIOLLIYIO 1 NaporbHyto MHpopmaumo CK3U;

nporpaMmHble kKoMnoHeHTbl CK3U;

annapartHble koMnoHeHTbl CK3W;

nporpamMmmHble KOMNoHeHTbl C®P, Bkntovas nporpammHoe obecnevyeHne BIOS;

annapartHble KOMNOHeHTbI CP;

AaHHble, nepefaBaeMble MO KaHanam CBA3u;

WHble OOBLEKTbl, KOTOpble YCTaHOBMEHbI MNpu (OPMUPOBAHUMA  COBOKYMHOCTW MpEeanoNioXeHni o
BO3MOXHOCTSIX, KOTOPbl€ MOTyT MCMONb30BaTbCs MpU co3faHun cnocoboB, NoAroToBKe WM MNPOBEAEHUMU aTak C
y4eTOM MPUMEHSAEMbIX B MHPOPMALIMOHHOW CMCTeME MH(OPMAaLIMOHHBIX TEXHOMOMMIA, annapaTtHbiX CpeacTB (ganee
- AC) n nporpammMHoro obecneveHus (ganee - MO);

e) nosnyyeHue n3 HaxogsALWwmnxcs B cBobogHOM poctyne NCTOYHWUKOB (Bkntovas
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WHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHbIE CETU, AOCTYN K KOTOPbIM HE OrpaHuUyeH onpeaerieHHbIM KpyromM nuL, B
TOM 4ucne MH(OPMaLNOHHO-TENEKOMMYHUKALMOHHYI0 ceTb "WHTepHeT") mHdopmaumn o6 mHdOpMaLMOHHON
cucteme, B KoTopow ucnonbdyetcs CK3W. Mpu aTom MoXeT 6bITb NonyyeHa cnegytowas nHpopmMauus:

obwwne ceegeHns 06 MHOPMaLMOHHOW cucTeme, B KoTopow mcnonb3yetcsa CK3W (HasHaveHue, cocTas,
onepatop, 06bEKTbI, B KOTOPbIX pa3MeLLeHbl pecypcbl UH(POPMAaLMOHHOW CUCTEMBI);

cBefeHns 06 MHAOPMaLMOHHBLIX TeXHoNormax, 6asax aaHHelx, AC, MO, ncnonb3yembix B MHOPMaLMOHHON
cucteme coBMectHo ¢ CK3W, 3a wucknoveHMeM CBEOEHWUA, COOEPXALUMXCS TONMbKO B KOHCTPYKTOPCKOM
OOKYMEeHTauum Ha WH(OPMaLUMNOHHBIE TexHonornm, 6asbl aaHHbix, AC, MO, ncnonb3dyemble B MHGOPMAaLMOHHOWN
cucteme coBmecTHO ¢ CK3U;

coaepkaHue KOHCTPYKTOPCKon gokymeHTauun Ha CK3U;

cogepXkaHne Haxogdwencss B cBOOOAHOM [OCTyne [OKYMEHTauMu Ha annapatHble U NporpaMmHble
koMnoHeHTbl CK3U n CO;

obLume cBefeHns O 3alumLaemMon MHpopmaumm, ucnons3yemoin B npouecce akcnnyataumm CK3U;

CBeleHMs 0 KaHanax CBA3u, No KOTopbiM nepefatoTcs 3awmaemsle CK3U nepcoHanbHble AaHHbIE (ganee -
KaHan cBs3n);

BCE BO3MOXHble [aHHble, nepefaBaemMble B OTKPbITOM BMAE MO KaHanam CBS3W, He 3allMLIEHHbIM OT
HeCaHKLMOHMPOBAHHOIO A40CTYyMa K MHpOpMaLumn opraHn3aunoHHbIMU U TEXHUYECKMMU Mepamu;

cBegeHns obo Bcex MpOSBMSIOWMXCS B KaHanax CBSA3M, He 3alUMLIEHHbIX OT HeCaHKLUMOHUPOBAHHOMO
O0CTyna K MHpopMauum opraHn3aLMoHHbIMU U TEXHUYECKMMY MepaMu, HapyLLIeHNsIX npaBun akcnnyaTtauun CK3U
n Co;

cBegeHns obo Bcex MpOSABMSIOWMXCS B KaHanax CBfA3M, He 3alUMLUEHHbIX OT HeCaHKLUMOHUPOBAHHOIO
goctyna K uHdopmauum OpraHvM3aumoHHBIMU M TEXHUYECKMMWU MepaMu, HEWCMPAaBHOCTAX M cOOSAX annapaTHbIX
komnoHeHToB CK3U 1 CO;

cBedeHus, nonyyaemble B pesynbTaTe aHanusa niobbix cUrHanos oT annapaTHbiX KoMnoHeHToB CK3U n Co;

X) NpUMEHeHue:

HaxogAwmMxcst B cBOGOOHOM LOCTYNe UM UCMNOMb3yeMbIX 3a npefenamm KoHTponupyemon 3oHbel AC u 110,
BKMOYasa annapaTHble U nporpaMmmHble KoMnoHeHTbl CK3U u Co;

cneynansHo paspaboTaHHbix AC u MO;

3) UCMONb30BaHMe Ha aTane aKcnsyaTauumn B Ka4ecTBe cpeabl NepeHoca oT cyobekTa k 00bekTy (0T 0bbekTa
K CyObeKTy) aTaku 4eACTBUIA, OCYLLECTBNSEMbIX MPU MOATOTOBKE M (MnK) NPOBEAEHNM aTaKu:

KaHanoB CBA3W, HE 3aLUMLLEHHBbIX OT HECAHKLMOHMPOBAHHOIO AOCTYyNa K MHOpMaLnM OpraHn3aunoHHbIMA U
TEXHUYECKUMWN Mepamu;

KaHaroB pacnpocTpaHeHusl CUrHanoB, conpoBoXxaarwmx dyHkumoHnposaHme CK3U n Co;

W) NpoBeAeHWe Ha aTane aKcniyaTaunm atakm u3 MHpOpMaLNOHHO-TENEKOMMYHMKALMOHHBIX CeTen, 4OCTyn
K KOTOPbIM HEe OrpaHW4eH OnpeaesieHHbIM KpPYyromMm Inuu, €CnNu  WUH(OPMAUMOHHbIE CUCTEMbI, B KOTOPbIX
ncnonb3ytotca CK3U, nmetoT BbIxog B 3TN CeTY;

K) MCMOMb30BaHMe Ha aTane aKcniyataumm Haxogawmxcs 3a npegenamm KoHTponmpyemoi 3oHbl AC n MO n3
cocTaBa CpeacTB UHOPMALIMOHHOM CUCTEMBI, MPUMEHSAEMbIX HA MecTax akcnnyaTtauun CK3W (ganee - wraTHble
cpencrea).

11. CK3U knacca KC2 npumeHstoTCa ANa HeWTpanusauuu atak, npu cosgaHum cnocobos, NogrotoBke U
NpoBeAEeHUN KOTOPbIX UCMOMb3YHTCS BO3MOXHOCTU 13 YMcna nepedncrieHHblx B nyHkTe 10 HacTosLwero JOKyMeHTa
N He MeHee OIHOM 13 cneayLWnX JONONHUTENBHBLIX BO3MOXHOCTEN:

a) NpoBeJeHne aTtaku Npy HaxoXxaeHuy B npegenax KOHTPONMpyeMon 30HbI;

0) npoBefeHne aTak Ha aTtane akcnnyatauun CK3UM Ha cnegytowmne o6beKThI:

nokymeHTaumio Ha CK3U n komnoHeHTbl CO;

lMomelleHnsl, B KOTOPbIX HaxOAMTCA COBOKYMHOCTb MPOrPamMMHbIX U TEXHUYECKUX IMEMEHTOB CUCTEM
00paboTKM AaHHbIX, CMOCOGHLIX (PYHKLUMOHMPOBATL CAMOCTOATENbHO WM B COCTaBe APYrux cuctem (panee -
CBT), Ha koTopbix peanusoBaHbl CK3U1 n Co;

B) Mofy4YyeHne B pamKax NpedocTaBfieHHbIX MOMTHOMOYMIA, a Takke B pesynbTate HabniogeHun crnegyroLlen
WHpopMaLnK:

cBedeHun 0 PU3NYECKMX Mepax 3almTbl OOBEKTOB, B KOTOPbIX pa3MelleHbl pecypcbl MHAPOPMAaLMOHHON
CUCTEMBI;

cBeJeHWIn 0 Mepax no 0becrneyeHMI0 KOHTPONMPYEMOW 30HbI OOBLEKTOB, B KOTOPbIX pa3MeLLEHbl pecypchbl
MHOPMALMOHHOM CUCTEMBI;

CBeJeHMIN O Mepax Mo pasrpaHuyeHuto gocTtyna B [NomelleHus, B koTopbix Haxogatca CBT, Ha koTopbix
peanuaoBaHbl CK3UN n CO;

r) MCMNonb3oBaHMe LWTATHbIX CPEACTB, OrpaHUYEHHOE Mepamu, peanv3oBaHHbIMM B MH(OPMAaLUOHHOWN
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cucteme, B kKoTopon wucnonbsdyerca CK3W, wun HanpaBneHHbiMM Ha npefoTBpalleHMe W npecedeHve
HEeCaHKLNOHUPOBAHHbIX AEACTBUNA.

12. CK3U knacca KC3 npumeHsaloTCcs ONs HeWTpanusauuu atak, npu cos3gaHum crnocoboB, MOOroTOBKE U
NPOBEAEHUN KOTOPbIX MCMOMb3YTCA BO3MOXHOCTM M3 4Mcna nepedncrneHHbix B nyHktax 10 u 11 HacTtosiwero
OOKYMEHTa 1 He MeHee OOHOMN U3 CneayLmX JONOMHUTENBHBIX BO3MOXHOCTEN:

a) dusnyeckmi goctyn k CBT, Ha koTopbix peanuaoBaHbl CK3/ n CP;

©) BO3MOXHOCTb pacnonaratb annapaTHbiMM KoMmnoHeHTamm CK3WM u CO, orpaHuyeHHas Mepamu,
peanu3oBaHHbIMM B WHG(OPMaAUMOHHOM cucTeme, B KoTopol wucnonb3yetca CK3WM, n HanpaBneHHbIMM Ha
npegoTBpaLleHne 1 NpeceyeHne HeCaHKLUMOHMPOBAHHbIX JENCTBUN.

13. CK3W knacca KB npumeHsitoTca ana HemTpanusaumm aTak, npu co3gaHumM crnocoboB, MoproToBke U
NPOBEAEHMN KOTOPbIX UCMOMb3YIOTCA BO3MOXHOCTU M3 YMCra NepeudncrieHHblX B nyHktax 10 - 12 HacTosuero
OOKYMEeHTa 1 He MeHee OHON U3 CreayoLmX AONONHUTENBbHBIX BO3MOXHOCTEN:

a) co3gaHue cnocoboBs, NOAroTOBKA 1 MPOBELEHNE aTak C NPUBEYEHNEM CreLManncToB B 00nacTi aHanmaa
CcuUrHanoB, conposoxaarLmx ¢yHkumoHupoBaHme CK3W u CP, n B obnactu Mcnonb3oBaHus Ans peanu3auuu
aTak He4OKYMEHTUPOBAaHHbIX (HEeAEKNapMpoBaHHbIX) BO3MOXHOCTEN npuknagHoro Mo;

©) npoBegeHue nabopaTtopHbix uccnegoBanuh CK3W, wucnonb3yembix BHE KOHTPONMPYEMOW 30HbI,
orpaHu4yeHHoe Mepamu, peanus3oBaHHbIMW B WMHGOPMAUMOHHOW cucTteMe, B KOoTopoin ucnonb3dyetca CK3U, u
HanpaBneHHbIMW Ha NPeAOoTBPAaLLEHNE U MPECEYEHNE HECAHKLMOHNPOBAHHbIX AENCTBUN;

B) mpoBefeHne paboT Mo co3gaHuio cnocoboB M CpeacTB aTak B Hay4YHO-UCCReOoBaTeNbCKUX LIEHTpax,
cneumnanuaupyoLmxcst B obnactm paspabotkm n aHanmasa CK3/ n CP, B TOM yncrne ¢ ncnonb3oBaHMEM UCXOLHbIX
TekcToB Bxogswero B CO npuknagHoro O, HenocpeaCcTBEHHO UCMOMb3YIOLWLEro BbI30Bbl NMPOrpamMmMHbIX (OYHKLMIA
CK3W.

14. CK3W knacca KA npumeHsitoTca AnNa HemTpanusaumm aTak, npu co3gaHumM cnocoboB, NMoaroToBke U
NpOBELEHMN KOTOPbIX UCMOMb3YOTCA BO3MOXHOCTU M3 YMCra nepedncrieHHblXx B nyHktax 10 - 13 HacToswero
OOKYMEeHTa 1 He MeHee O4HON U3 CreayoLmMX AONONHUTENBbHbIX BO3MOXHOCTEN:

a) cosgaHue cnocoboB, MOArOTOBKA M NPOBEAEHME aTak C MpUBMEYEeHWEM cneuuanuctoB B obnactm
NCNonNb30BaHUA Ana peanusalmm atak HeJOKYMEHTUPOBaHHbIX (HeaeKnapupoBaHHbIX) BO3MOXHOCTEN CUCTEMHOIO
Mno;

©) BO3MOXHOCTb pacrnonaratb CBEAEHUSIMWU, COOEPXaLUMMUCS B KOHCTPYKTOPCKOW [OOKYMEHTauuMuM Ha
annapaTHble 1 NPOrpaMMHbIE KOMMOHEHTbI CP;

B) BO3MOXHOCTb pacrnonaratb BceMu annapaTtHbiMy komnoHeHTamm CK3U n CO.

15. B npouecce d¢opmMnpoBaHUA COBOKYMHOCTU MPESNOSIOKEHNA O BO3MOXHOCTAX, KOTOpblE MOryT
MCcnonb30BaThbCA NPU CO34aHMU CnocoboB, MOATOTOBKE M MPOBEAEHUW aTak, OOMOMHUTENbHbIE BO3MOXHOCTU, He
BXOASILLME B YUCIIO MepeyncrieHHblx B nyHktax 10 - 14 HacToswero OOKYMEHTa, He BNUSIOT Ha Mnopsgok
onpegeneHus Tpedyemoro knacca CK3U.

lll. CocTaB 1 cogep)xaHne opraHM3aLnoHHbIX
N TEXHUYECKUX Mep, HEOBXOANMbIX Ansi BbINONHEHUS
ycTaHoBneHHbIX [MpasuTtensctBom Poccuiickon ®epepaumm
TpeboBaHui K 3aLmMTe NepcoHarnbHbIX AaHHbIX
Onsa 3 ypoBHS 3alLULLIEHHOCTU

16. B cootBeTcTBUM C NyHKTOM 14 TpebGoBaHui K 3aliMTe NepcoHanbHbIX AaHHbIX Ana obecnedeHus 3
YPOBHSI 3aLUULLIEHHOCTM MEPCOHanbHbIX AaHHbIX MpU ux 0bpaboTke B MHEOPMALMOHHBIX CUCTEMAX MOMUMO
BbINOMHEHNsT TpeboBaHUN, MPegyCMOTPEHHbLIX MYHKTOM 5 HacTosWero AOKyMeHTa, HeobXoOuMO BbINMOSIHEHUE
TpeboBaHNs O Ha3Ha4YeHMU OOJPKHOCTHOrO Nnuua (paboTHWKa), OTBETCTBEHHOro 3a obecneveHne 6e3onacHocTu
nepcoHanbHbIX AaHHbIX B MIHGOPMaLVOHHOW cUcTeme.

17. [Ona BbINONHEHUs1 TpeboBaHWs, YKa3aHHOrO B MyHKTe 16 HacTosAWwero AOKYMeHTa, HeobGxoammo
Ha3HayeHne obrnagawwero [[OCTaTOuHbIMM — HaBblkaMW  OOJDKHOCTHOrO nuvua (paboTHuMka) onepartopa
OTBETCTBEHHbIM 3a obecneyeHne 6e30nNacHOCTU NePCOHanbHbIX AAaHHbBIX B UH(OPMALIMOHHOM CUCTEME.

18. Ons BbinonHeHns TpeboBaHMSA, yka3aHHOrO B nNoAnyHKTe "r" nyHkTa 5 HacTosAWwero AOKyMEHTa,
HeoOX04MMO BMECTO Mepbl, NPEAYCMOTPEHHOW NoAMNYHKTOM "B" MyHKTa 9 HACTOSALLEro JOKYMEHTa, UCMONb30BaThb
ans  obecneyeHuss TpeOyeMOro ypoBHS 3alUMLLEHHOCTU NEePCOHarbHbIX AaHHbIX Npu  KMx obpaboTke B
WH(POPMaLMOHHOW CUCTEME:

CK3W knacca KB u Bbiwe B crnyyasx, koraa Anst UHPopMaLunoHHOW CUCTEMbI akTyarbHbl Yrpo3bl 2 TUNa;

CK3W knacca KC1 u Bbilwe B cny4vasx, korga ans MHopMaLMoOHHON CUCTEMBI aKTyarbHbl yrpo3bl 3 TUna.
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IV. CocTaB u cogepxaHue opraHu3aLMOHHbIX
N TEXHUYECKUX MeP, HEOOXOAUMBIX ANst BbINOIHEHUS YCTAaHOBIEHHbIX
MpasuTtenbcTBom Poccuiickon ®enepaunn TpeboBaHuii K 3aimte
nepcoHasnbHbIX AaHHbIX ANSA 2 YPOBHS 3aLUMULLEHHOCTM

19. B cootBeTcTBUM C NyHKTOM 15 TpebGoBaHui K 3awimTe NepcoHanbHbIX AaHHbIX Ana obecneyeHus 2
YPOBHSI 3aLUULLIEHHOCTM MEepPCOHanbHbIX AaHHbIX NpYU ux obpaboTke B MHEOPMALMOHHBIX CUCTEMAxX MOMUMO
BbINOMHEHNST TpeboBaHMIM, NPedyCMOTPEHHbIX MyHKTamMuM 5 M 16 HacToswero [OoKymeHTa, Heobxogumo
BbINONTHEHNE TpeboBaHMs O TOM, 4YTOOblI AOCTYN K COAEpPXXaHWUK SFIEKTPOHHOrO >XypHamna coobLleHunin Obin
BO3MOXEH WCKITUNTENBHO AN LOMKHOCTHBIX Nny, (paboTHWKOB) onepatopa WM YMNONTHOMOYEHHOro nuua,
KOTOpPbIM CBEOEHUs, COoAepXaliMecsi B YKa3aHHOM >XypHane, Heobxogumbl AONS  BbINOMHEHUST CRYXEOHbIX
(TpyooBbIx) 0653aHHOCTEN.

20. Ons BbinonHeHWs TpeboBaHMs!, yka3aHHOro B NyHKTe 19 HacTosiLwero AoKyMeHTa, Heo6XoaAnMo:

a) yTBepXAeHVWe pykoBoAUTENEM orepartopa cnucka nuy, OONYyLWEHHbIX K COAEPXaHUK SMEeKTPOHHOro
XypHarna coobLLeHnA, 1 NoOAAEPXKAHNE YKa3aHHOrO CNM1CKa B akTyarnbHOM COCTOSIHUAW;

0) obecneyeHve WHGPOPMALNOHHON CUCTEMbI ABTOMATU3MPOBAHHLIMU CPEACTBAMW, PErMCTPUPYIOLLMMM
3anpockl nonb3oBaTtenenn UHHOPMALMOHHOW CUCTEMbI Ha MONTyYEHWE MEepPCOHanbHbBIX AaHHbIX, @ Takke akTbl
npefoCTaBNeHNs NEPCOHAbHbLIX AAHHbIX MO 3TUM 3anpocam B 3NIEKTPOHHOM XXypHarne coobLLeHni;

B) obecneveHne MHPOPMaLMOHHOW CUCTEMbI aBTOMaTU3MPOBaHHBIMW CPEACTBAMU, UCKITHOYAOLWMMK JOCTYN
K COOEpPXaHWUI0 JNEKTPOHHOIO >XypHamna COOOLEHWA W, He YKasdaHHbIX B YTBEPXOEHHOM pykoBOAMTENEM
onepartopa crnucke nuu, JOMNYyLEHHbIX K COAEePXXaHUIo 3NEeKTPOHHOTO XXypHana coobLeHun;

r) obecrnedyeHne NEPUOANYECKOTO KOHTPOSs paboTOCNOCOBHOCTU yKa3aHHbIX B MoAanyHktax "6" u "B"
HaCTOSLLEro NyHKTa aBTOMaTU3NPOBAHHbLIX CPeacTB (He pexe 1 pasa B nonroga).

21. [Ona BbINONHeHWs TpeboBaHWs, yKa3aHHOro B MoAnyHkTe "r" nyHKTa 5 HacToswero OOKyMeHTa,
HeobxoAMMO BMECTO Mep, NpedyCMOTPEeHHbIX MOANYHKTOM "B" NyHKTa 9 u nyHKTOM 18 HacTosLwero AOKYMeHTa,
ncnonb3oBaTb Anga obecneyeHnsa TpedyemMoro ypoBHs 3aLUULLIEHHOCTM NEePCOoHanbHbIX AaHHbBIX NpU X 06paboTke B
WH(POPMALIMOHHON CUCTEME:

CK3W knacca KA B cny4dasx, korga anst MHhopMaLVoHHOW CUCTEMbI akTyarbHbl yrpo3sbl 1 TUNa;

CK3W knacca KB u Bbilwe B crniydasx, korga ans MHpopMaunoHHON CUCTEMbI akTyarnbHbl Yrpo3bl 2 TUNa;

CK3W knacca KC1 v Bbiwe B cny4vasx, korga ons MHopMaLMoOHHON CUCTEMBI aKTyarnbHbl yrpo3bl 3 TUna.

V. CocTaB u cogepxaHne opraHM3aLUnoHHbIX
N TEXHUYECKUX Mep, HEOBXOAUMbIX As BbINONHEHUS YCTAaHOBMEHHbIX
MpaButenbcTBoM Poccunckon ®egepaunm TpedoBaHN K 3alumUTe
nepcoHarnbHbIX AaHHbIX A4 1 YPOBHA 3alULLIEHHOCTH

22. B cooTtBeTCcTBUM C NyHKTOM 16 TpeboBaHui K 3awmTe NepcoHanbHbIX AaHHbIX Ansi obecneveHus 1
YPOBHS 3aLLMLLEHHOCTU MEepPCOHanbHbIX AaHHbIX Npu UX obpaboTke B MHAOPMALUOHHBIX CUCTEMAX MOMUMO
BbINONHEHNA TpeboBaHUN, NPeayCMOTPEHHbIX MNyHKTamyn 5, 16 m 19 HacToswero [oKymeHTa, Heobxoammo
BbINOSTHEHNE criefytoLmMx TpeboBaHuii:

a) aBTOMaTU4ecKkass perucTpauusi B 3NEKTPOHHOM >XypHane 6e30nacHOCTM W3MEHEHWs] MOFTHOMOYMI
COTPYOHWKa onepartopa no JOCTyMNy K NepcoHanbHbIM AaHHbIM, COAepXaLlluMcsa B UHOPMALIMOHHON CUCTEME;

0) co3gaHue OTAEenbHOro CTPYKTYPHOro noapasgeneHus, OTBETCTBEHHOrO 3a obecneveHne 6e3onacHOCTU
nepcoHanbHbIX AaHHbIX B UHHOPMALIMOHHOW cucTeMe, NMMBO BO3MNOXEHNE ero OyHKLUNIA HA OOHO U3 CYLLECTBYHOLLMX
CTPYKTYPHBIX NoApasgeneHun.

23. Onsa BbInonHeHusi TpeboOBaHWUS, yka3aHHOrO B MOAMNYHKTe "a" nyHkTa 22 HACTOSLWEro OOKYMEHTa,
HeobxoauMmo:

a) obecnevyeHne WHMPOPMALMOHHOM CUCTEMbI aBTOMAaTM3VMPOBaAHHLIMW CPEACTBaMU, MO3BONSAOLLMMU
aBTOMATUYECKM PErMCTpMpoOBaTh B 3MIEKTPOHHOM XXypHane 6e30nacHOCTU U3MEHEHUS MOSIHOMOYMI COTPYAHMKA
onepaTopa no JOCTyny K NepcoHarnbHbIM AaHHbIM, COAEPXKaLLMMCH B MH(POPMALMOHHOW CUCTEME;

0) oTpaxeHWe B 3MEKTPOHHOM KypHane 6e30nMacHOCTU MOMIHOMOYMIA  COTPYOHUKOB —onepartopa
nepcoHanbHbIX AaHHbIX MO AOCTYNy K MepcoHarnbHbIM [aHHbIM, COAepXalumMca B MH(OPMAaLMOHHON CUCTEME.
YKazaHHble NOMHOMOYMS AOMKHLI COOTBETCTBOBATb AOIMKHOCTHLIM 0653aHHOCTSIM COTPYAHMKOB onepaTopa;

B) HasHayeHue onepaTtopoM nuua, OTBETCTBEHHOrO 3a Nepuoauyeckuii KOHTPONb BEeOEHUSI SMEKTPOHHOro
XypHana 6e30nacHOCTM U COOTBETCTBUSA OTPAXKEHHbIX B HEM MOJNIHOMOYUIA COTPYOHUKOB onepartopa WX
OOIMKHOCTHBIM 00653aHHOCTSIM (He pexe 1 pasa B MmecsL).

24. [ns BbINONMHEHMS TpeboBaHUSA, yka3aHHOrO B MOAMNYyHKTe "O" MyHKTa 22 HACTOSWEro OOKYMEHTa,
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HeobxoauMmo:

a) nMpoBecTM aHanM3 LenecoobpasHOCTU Cco3JaHus  OTAENbHOro  CTPYKTYPHOro  nogpasgenexus,
OTBETCTBEHHOrIO 3a obecneyeHne 6e30MacHOCTM NepcoHarnbHbIX AaHHbIX B UH(OPMALIMOHHOM CUCTEME;

0) cospaTb OTAenbHOE CTPYKTYpHOE noapasferneHne, OTBETCTBEHHOE 3a obecneveHne 6e30nacHOCTU
nepcoHanbHbIX AHHBIX B MHPOPMALMOHHON cucteme, Nnbo BO3NOXUTbL €ro PYHKLMU HA OOHO M3 CYLLECTBYHOLLMX
CTPYKTYPHbIX NOApa3aeneHun.

25. [Ina BbInonHeHus TpeboBaHWs, yKasaHHOro B MognyHkTe "a" nyHKTa 5 HacToswero goKyMeHTa, Aans
obecneyeHns 1 ypoBHS 3aLMLLEHHOCTN HEOOXOANMO:

a) obopynoBaTtb OkHa [MoMeLleHnn, pacrnofioXXeHHbIE HAa NEPBbLIX U (M) NOCHEAHMX 3Taxax 34aHuN, a Takke
OkHa MomeLLeHun, HaxoaAaLWmMecs OKOMO NOXapPHbIX NTECTHUL, U OPYTMX MECT, OTKyAa BO3MOXHO MPOHMKHOBEHMWE B
[MomelLeHMa NOCTOPOHHUX UL, METarfIMYECKMMU peLleTKaMn WU CTaBHAMW, OXPAHHOW CUrHanusauuen unm
Opyrumu cpeacTsamu, NPensaTCTBYOWLMMN HEKOHTPONMPYEMOMY MPOHUKHOBEHWUIO MOCTOPOHHUX MULL B NOMELLEHNS;

©) obopynoBaTb OkHa U aABepu NoMeLLeHNIA, B KOTOPbIX pasMeLLeHbl cepBepbl MH(POPMaLMOHHON CUCTEMBI,
MEeTannMyecknmun pelueTkamu, OXPaHHOW CurHanusauuenm wnu Jpyrumuv  cpeactsamu, MnpensTCTBYHOLLMMU
HEKOHTPOSNIMPYEMOMY NMPOHUKHOBEHMIO MOCTOPOHHUX WL, B MOMELLLEHMS.

26. [Onsi BbINOMHeHWst TpeboBaHUA, yKazaHHOro B MOANYHKTE "r" MyHKTa 5 HacTodAwero [OKYMEHTa,
HeoOXOOMMO BMECTO Mep, NPeAyCMOTPEHHbIX MOANMYHKTOM "B" nyHkTa 9, nyHktamu 18 u 21 HacTosiwero
OOKYMeHTa, ucnomnb3oBaTb Ans obecnedeHns TpedyemMoro ypoBHS 3alUULLIEHHOCTM NEPCOHAarbHbIX AAHHbLIX MPU X
0bpaboTke B MHOPMALMOHHOW CUCTEME:

CK3W knacca KA B cny4asx, korga ans MH(opMaLunoHHOW cUCTeMbl akTyarnbHbl yrpo3bl 1 Tuna;

CK3W knacca KB un Bbilwe B criydasx, korga s MHopMaumMOHHON CUCTEMbI akTyarbHbl Yrpo3bl 2 Tvuna.
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